
                                                                      

May 2018                     1 

 

 
 
 
 
 
 

 

 

Information and 

Records 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



                                                                      

May 2018                     2 

 

 

Reviewed:  May 2018 
 

Data Protection Policy incorporating the new GDPR requirements 

 

The Integrated Centre would like to explain fully the reasons for the collection of 

personal information, the use to which this data will be put and where the data will be 

kept. 

 

The centre acquires a significant amount of data, both electronic and paper based, to 

satisfy a wide range of criteria which is directly linked to service delivery. For example 

nursery waiting lists, attendance records, electronic case management systems. 

 

What is the purpose of asking for this information?   

 

I. To help us and local government to: 

a) Monitor how many families are receiving children’s centre services at the 

Integrated Centres. 

b) Understand which parents/carers and their children are currently 

underrepresented so we can develop our services to make them more 

accessible.                                                                                                                                                                                  

c) Ensure training of our workforce reflects the diversity and characteristics of 

families currently accessing our services. 

d) Support future funding applications. 

 

II.      To identify the level of need of children receiving children’s centre services –  

according to criteria in line with Northamptonshire County Council’s Thresholds and 

Pathways Vulnerability Matrix. 

 

Level 1: Universal provision – no additional needs 

 

Level 2: Children requiring some early intervention e.g. Speech & Language 

therapists, portage support, support for visual or hearing impairment. 

 

Level 3:  Children in need of specialist services e.g. specific medical health 

services, significant learning need, support for environmental factors 

such as housing. 

 

Level 4:  Children with additional needs requiring specialist or statutory services 

 

(For more information on levels please refer to Northamptonshire County Council’s 

Thresholds and Pathways Vulnerability Matrix) 

 

Who will have access to this information?   

 

As part of Northamptonshire County Council we use; the information management 
system Capita One, SIMS, FMS. In addition the Integrated Centre has its own data 
collection and reporting functions for example  Family Support and groupwork data 
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base, MCLV tracker.  All personal data we collect from you complies with the data 
protection principles, as stated in the Data Protection Act 1998 (DPA) and General 
Data Protection Regulations (2018). 
 
The personal data we collect may be held as an electronic record on data systems 
managed by Northamptonshire County Council (NCC), the Integrated Centre or as a 
paper record. The records are only seen by authorised Pen Green & Kingswood staff 
who need the personal data to support service delivery and access to the information 
is via restricted passwords. The security of the data follows the NCC Information 
Security Policy, version 4. 
  
We make every effort to keep your personal data accurate. If you tell us of any changes 
in your circumstances, we can update the records with the personal data you choose 
to share with us.  
 
We keep all personal data in accordance with the general data protection regulations 
(April 2017) and this will include the length of time that data is retained. 
 
The County Council as data processors and controllers in relation to the Capita and 

SIMS systems may share your personal information within County Council services. 

Within the Integrated Centre, we may, with your explicit consent share personal 

information with our partner agencies on site in order for you to access a specialist 

service, these agencies are Home-Start, Norpip and Sleep Solutions. 

 

How long is this information kept?   

 

There is a  requirement to keep regular data such as attendance registers for the 

nurseries for a set period of time, all information is kept in line with NCC Records and 

Retention Policy (October 2017) 

 

 By law records relating to child protection and intervention from statutory 

agencies are kept until the child is 25 years old. 

 In the case of a looked after child, records must be kept until they are 75 years 

old. 

 By law financial records must be stored for 7 years. 

 

Parents can see both electronic and paper records that have been kept about their 

family and we have a procedure to enable this to happen.   

 

Parents have the option to refuse to provide information or ask us to stop processing 

their information. Under the GDPR individuals have the right to have their information 

deleted, known as the ‘right to be forgotten’.  This does not apply to where there is a 

legal and statutory requirement to keep them as illustrated above.   However, by 

removing personal data it may stop us providing a service to an individual as this is 

one way in which they can help the Integrated Centre to make sure that those most in 

need get help. 
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As part of the GDPR requirement the Integrated Centre has an appointed Data 

Protection Officer,  this post is undertaken by the Project & Policy Officer. 

 

If you would like further information about the personal data we hold or if you have a 

complaint about how your personal data has been used please speak to your worker 

in the first instance. 

 

Reviewed:  May 2018 

Privacy Policy 

 

For any children attending our nursery or education and care provision the information 

regarding children is securely stored in a locked cabinet within the setting.  Any 

information kept onsite relating to children who use the setting remains confidential; no 

personal information regarding children will be shared with any partner agency or any 

other party other than those who have sought written permission from the parents or 

legal guardians. 

 

Any incidents or accidents that occur in the setting regarding individual children will be 

recorded, signed and dated by the member of staff witnessing the incident and the 

parents/carers of the child. 

 

Appropriate staff will have access to children’s records, therefore each member of staff 

agrees not to share any of the information with any inappropriate individuals (Please 

refer to the Staff Code of Conduct).  No records will be taken out of the setting other 

than by the parents/carers. 

 

Staff use laptops, iPads and memory sticks to produce documentation for children’s 

files, all laptops are password protected and encrypted memory sticks are only used 

to transfer information.  Information is deleted as soon as the documents have been 

filed.  No information is transferred to personal computers.  The only IT equipment 

used is that supplied by the setting. (Please refer to the Centre’s Online Policy for 

further information). 

 

Staff will share children’s documentation with parents through a secure early years 

documentation tool (Tapestry).  Written consent will be sought from the parents/carers 

for their child’s documentation to be exchanged electronically to the email address that 

they provide us with.  These will be held in the individual child’s file. 

 

If staff have concerns, regarding a child’s development, permission will be sought from 

the parents before other agencies are asked for their advice and support. 

 

If a child is considered to be at risk of significant harm the procedure for safeguarding 

children will be followed, due to the nature of the concern the parents’ permission may 

not always be sought. 

 



                                                                      

May 2018                     5 

 

When children leave the setting records will be archived for the appropriate length of 

time as stipulated by law.  All documentation that we are not required to archive, will 

be disposed of securely. 

 

For all staff employed at the Integrated Centre there is the requirement to follow the 
County Council ‘Information Security Information Policy V4.0 October 2017’’ and the 
following extract has been incorporated into this document in order to ensure that the 
confidentiality and data protection guidance is fully adopted throughout the Integrated 
Centre. 
 

Clear and Shared Desk Usage 
 

NCC has adopted a clear desk policy as part of its information security 
provisions and this particularly applies where there are shared desks or 
workspaces. All paperwork and removable media storage must be securely 
locked away and not left on a workstation, either at the end of the day or if the 
user intends to be away for more than an hour. Where the user will be away 
from the work space for a shorter period, the user must assess any items left 
on the workspace and, if sensitive or containing personal data, also lock these 
away. Such items will normally be locked away in secure team storage, where 
other team members can access it where necessary. Such storage areas are 
to be kept secure when unattended by signing out or locking the screen in order 
that it is not readily accessible to non-authorised staff. 

 
Similar provisions apply to other areas where information may be found, such 
as printers, faxes and photocopiers. Do not leave papers containing sensitive 
information in these areas. Always use the secure print facility when sending 
documents to be printed. 

 
NCC has also adopted a clear screen policy, whether a fixed screen or screens 
on mobile devices. Users must ensure that they lock their screen should they 
move away from it for short periods. If a work station is likely to be unoccupied 
for more than one hour, the user should log off. If working in locations where 
screens could be seen by non-authorised people (e.g. using a mobile device in 
the public areas of the Library), care must be taken to ensure the screen is not 
over looked. 

 
Information security can also be compromised verbally. When giving out 
information on the phone, staff members need to have verified who the caller 
is and that they are entitled to any information requested. Particularly when 
working in shared areas or public places, staff need to ensure that confidential 
issues are discussed in an appropriate location, where they cannot be over 
heard. Headsets are an aid to confidentiality, as well as helping to ensure that 
colleagues are not disturbed by phone / Skype conversations 
 

Reference: Northamptonshire County Council Information Security Policy V4.0 

2017.18 
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Website Privacy Policy 

The policy: This privacy policy is for this website; [www.pengreen.org] 

and served by [Nephew Media NN Workspace, The Old Granary, New 

South Bridge Road, Northampton, NN4 8HP] and governs the privacy of 

its users who choose to use it. It explains how we comply with the GDPR 

(General Data Protection Regulation), the DPA (Data Protection Act) 

[pre GDPR enforcement] and the PECR (Privacy and Electronic 

Communications Regulations). 

This policy will explain areas of this website that may affect your privacy 

and personal details, how we process, collect, manage and store 

those details and how your rights under the GDPR, DPA & PECR are 

adhered to. Additionally, it will explain the use of cookies or software, 

advertising or commercial sponsorship from third parties, and the 

download of any documents files or software made available to you (if 

any) on this website. Further explanations may be provided for specific 

pages or features of this website in order to help you understand how 

we, this website and its third parties interact with you and your 

computer / device in order to serve it to you. Our contact information is 

provided if you have any questions. 

The data we gather and how it is stored 

Pen Green collects certain information or data about you when you 

use our website.  We collect: 

 questions, queries or feedback you leave, including your email 

address if you contact us 

 your email address and subscription preferences when you sign 

up to our email alerts, and how you use our emails - for example 

whether you open them and which links you click on 

 your Internet Protocol (IP) address, and details of which version of 

web browser you used 

 information on how you use the site, using cookies and page 

tagging techniques. 

 

This data can be viewed by authorised workers at Pen Green, supplier 

organisations and local authority departments to: 

 

 improve the site by monitoring how it is used to gather feedback 

to improve our services, for example our email alerts 

 respond to any feedback you send us, if you’ve asked us to 

http://www.pengreen.org/
https://www.gov.uk/support/browsers
https://www.gov.uk/support/cookies
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 send email alerts to users who request them 

 allow you to access our services and make bookings 

 provide you with information about our services if you request it 

 

Personal data is stored on our secure CRM database inside the 

European Economic Area. 

 

The DPA & GDPR May 2018 

We and this website complies to the DPA (Data Protection Act 1998) 

and already complies to the GDPR (General Data Protection 

Regulation) which comes into effect from May 2018.  

Use of Cookies 

This website uses cookies to better the users experience while visiting 

the website. As required by legislation, where applicable this website 

uses a cookie control system, allowing the user to give explicit 

permission or to deny the use of/saving of cookies on their 

computer/device. 

What are cookies? Cookies are small files saved to the user's browsing 

device that track, save and store information about the user's 

interactions and usage of the website. This allows the website, through 

its server to provide the users with a tailored experience within this 

website. 

Users are advised that if they wish to deny the use and saving of 

cookies from this website on to their computers hard drive they should 

take necessary steps within their web browsers security settings to block 

all cookies from this website and its external serving vendors or use the 

cookie control system if available upon their first visit. 

Website Visitor Tracking 

This website uses tracking software to monitor its visitors to better 

understand how they use it. The software will save a cookie to your 

browsing device in order to track and monitor your engagement and 

usage of the website, but will not store, save or collect personal 

information. 

Downloads & Media Files 
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Any downloadable documents, files or media made available on this 

website are provided to users at their own risk. While all precautions 

have been undertaken to ensure only genuine downloads are 

available users are advised to verify their authenticity using third party 

anti virus software or similar applications. 

We accept no responsibility for third party downloads and downloads 

provided by external third party websites and advise users to verify their 

authenticity using third party anti virus software or similar applications. 

Contact & Communication With us 

Users contacting this us through this website do so at their own 

discretion and provide any such personal details requested at their 

own risk. Your personal information is kept private and stored securely 

until a time it is no longer required or has no use. 

Where we have clearly stated and made you aware of the fact, and 

where you have given your express permission, we may use your details 

to send you products/services information through a mailing list system. 

This is done in accordance with the regulations named in 'The policy' 

above. 

Email Mailing List & Marketing Messages 

We operate an email mailing list program, used to inform subscribers 

about products, services and/or news we supply/publish. Users can 

subscribe through an online automated process where they have 

given their explicit permission. Subscriber personal details are collected, 

processed, managed and stored in accordance with the regulations 

named in 'The policy' above. Subscribers can unsubscribe at any time 

through an automated online service, or if not available, other means 

as detailed in the footer of sent marketing messages.  The type and 

content of marketing messages subscribers receive, and if it may 

contain third party content, is clearly outlined at the point of 

subscription. 

Email marketing messages may contain tracking beacons/tracked 

clickable links or similar server technologies in order to track subscriber 

activity within email marketing messages.  

Where used, such marketing messages may record a range of 

subscriber data relating to engagement, geographic, demographics 

and already stored subscriber data. 
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Our EMS (email marketing service) provider is Mailchimp and you can 

read their privacy policy in the resources section. 

External Website Links & Third Parties 

Although we only look to include quality, safe and relevant external 

links, users are advised to adopt a policy of caution before clicking any 

external web links mentioned throughout this website. (External links are 

clickable text/banner/image links to other websites, similar to; Ofsted, 

Department for Education or https://www.tes.com/.) 

Shortened URL's; URL shortening is a technique used on the web to 

shorten URL's (Uniform Resource Locators) to something substantially 

shorter. This technique is especially used in social media and looks 

similar to this (example: http://bit.ly/zyVUBo). Users should take caution 

before clicking on shortened URL links and verify their authenticity 

before proceeding. 

We cannot guarantee or verify the contents of any externally linked 

website despite our best efforts. Users should therefore note they click 

on external links at their own risk and we cannot be held liable for any 

damages or implications caused by visiting any external links 

mentioned. 

Social Media Policy & Usage 

We adopt a Social Media Policy to ensure our business and our staff 

conduct themselves accordingly online. While we may have official 

profiles on social media platforms users are advised to verify 

authenticity of such profiles before engaging with, or sharing 

information with such profiles. We will never ask for user passwords or 

personal details on social media platforms.  

There may be instances where our website features social sharing 

buttons, which help share web content directly from web pages to the 

respective social media platforms. You use social sharing buttons at 

your own discretion and accept that doing so may publish content to 

your social media profile feed or page. You can find further information 

about some social media privacy and usage policies in the resources 

section below.  

Questions & Concerns 

If you have any questions or comments, or if you want to update, delete, or 

change any Personal Information we hold, or you have a concern about the 

https://www.gov.uk/government/organisations/ofsted
https://www.gov.uk/government/organisations/department-for-education
https://www.tes.com/
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way in which we have handled any privacy matter, please contact us to 

send us a message. You may also contact us by email at:  

enquiries@pengreen.org  

Resources & Further Information 

 Overview of the GDPR - General Data Protection Regulation 

 Data Protection Act 1998 

 Privacy and Electronic Communications Regulations 2003 

 The Guide to the PECR 2003 

 Twitter Privacy Policy 

 Facebook Privacy Policy 

 Google Privacy Policy 

 Linkedin Privacy Policy 

 Mailchimp Privacy Policy 

v.1.0 April 2018  

Pen Green Centre for Children and Families 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Reviewed: May 2018 

 

Customer Service and Standards Policy 

 
This policy sets out the Customer Service and Standards for the Integrated Centres. 

 

mailto:enquiries@pengreen.org
https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/
http://www.legislation.gov.uk/ukpga/1998/29/contents
http://www.legislation.gov.uk/uksi/2003/2426/contents/made
https://ico.org.uk/for-organisations/guide-to-pecr/
http://twitter.com/privacy
http://www.facebook.com/about/privacy/
http://www.google.com/privacy.html
http://www.linkedin.com/static?key=privacy_policy
http://mailchimp.com/legal/privacy/
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These standards: 

 

1. Apply across all areas of the Centres 

2. Apply to everyone working in the Centres (paid or in a voluntary capacity) 

3. Drive our performance improvement 

 

 

 

 

 

 

 

 

 

 

 

 

1. Service delivery 

Target – Service users are satisfied with the services offered 

 

We will do this by: 

 Telling service users about the services we provide 

 Informing service users how they can access the services we offer 

 Offering services that reflect the needs of the service users 

 Ensuring we have a friendly and approachable manner when dealing with 

service users 

 Answering all enquiries appropriately 

 Providing a correct, reasonable and individualised response to electronic 

communications, including text messages and comments or enquiries through 

social media, websites and emails. 

 Responding to letters within 5 working days. If an acknowledgement is sent, we 

will advise when the recipient expect a full reply 

 Acknowledge all complaints (adhering to our complaints policy and 

procedure). 

2. Timeliness 

Target – We exceed service users expectations for a prompt and timely service 

 

We will do this by: 

 Answering calls and electronic communications promptly 

 Answering enquiries promptly 

Our standards are designed around always promoting customer satisfaction including: 

1. Service delivery 

2. Timeliness 

3. Information 

4. Professionalism 

5. Staffing 

6. Environment 

7. Access 
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 Using voicemail when the Centre is closed 

 Directing calls to the appropriate colleague if we cannot answer the enquiry 

 Responding to any complaints promptly and usually within two weeks 

 

3. Information 

Target – Keep service users up to date and use appropriate language for 

communicating with all service users 

 

We will do this by: 

 Giving accurate and current information 

 Providing relevant materials 

 Clearly advertising the range of services available 

 Signposting to other services/external agencies if we do not provide the service 

ourselves 

 Regularly updating online information 

 

4. Professionalism 

Target – Think about the service users and use their insight when we plan and 

deliver services  

 

We will do this by: 

 Ensuring the voice of parents is heard and represented in the delivery of 

services 

 Ensuring the voice of the child is heard and represented in the delivery of 

services 

 Ensuring all service users are taken into account in the delivery of services 

 Holding regular staff meetings to discuss the needs of service users 

 Maintaining a current confidential data base of service users 

 

 

 

 

5. Staff 

Target - All colleagues work towards the Customer Services standards and policies 

We will do this by: 

 Ensuring all new staff know about the Customer Service standards  

 Providing an induction for all new staff 

 Providing training for all staff 
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 Providing supervision and support for all staff 

 Supporting staff to communicate safely and effectively using electronic 

communication methods 

 Ensuring service users comments and complaints are managed according to 

our complaints policy 

 Supporting staff to solve problems quickly and appropriately rather than 

deferring 

 Supporting staff to know when it is necessary to refer a problem to a senior 

member of staff 

 Considering whether we have got something wrong and taking appropriate 

action 

 

6. Environment  

Target – Buildings, websites, publicity material and information represent our values 

and our whole service offer 

 

We will do this by: 

 Ensuring staff are visible to service users 

 Ensure online material about the organisation is accessible, up to date and 

reflective of our core values 

 Ensuring all staff take responsibility for keeping areas clean and tidy 

 Ensuring our site is clean, comfortable and clutter free 

 Ensuring our spaces are fit for purpose 

 Ensuring the physical safety of the children and families 

 Ensuring the physical safety of service users and staff 

 Having emergency evacuation procedures in place 

 Having regular fire drills 

 Having first aid provision 

 Protecting personal data and confidentiality of service users (cross reference 

with the Data Protection & GDPR Policy) 

 Protecting personal data and confidentiality of all our staff (cross reference with 

the Data Protection & GDPR Policy) 

 Implementing our environmental policy 

 

7. Access 
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Target – Exceed expectations of all our service users who wish to access our services 

 

We will do this by: 

 Ensuring all service users are greeted and welcomed appropriately on arrival. 

 Ensuring we have a friendly and approachable manner when dealing with 

service users 

 Ensuring staff are recognisable to service users 

 Ensuring the reception is a welcoming environment 

 Providing lift access to upstairs rooms for disabled service users 

 Ensuring equality of access for all service users 

 Ensuring all staff are knowledgeable about the services available 

 Offering flexible provision to support the needs of service users 

We will take the views and suggestions of our service users very seriously. We will 

monitor complaints, compliments and comments and ensure that we learn from what 

we are told. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Reviewed:  September 2017 

Charging Policy 
 

Introduction  
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This charging policy has been compiled in line with DFE requirements and in 
accordance with s457 of the Education Act, 1996.  
 
At the Integrated Centre the Joint Heads of Centre, the Finance Manager and the 
Centre Leaders work together to manage the Integrated Centres’ Budget. They will 
make recommendations to the Governor’s Finance and Personnel Committee on the 
levels of charges to be made for all services in the Centre. All charges levied will be to 
ensure the Centre meets the costs of additional services offered (e.g. buying extra 
session).  
 
Voluntary Contributions  
Where the Integrated Centres cannot levy charges, and it is not possible to make these 
additional activities within the resources ordinarily available, parents may be invited to 
make a contribution towards costs for example for a trip or snacks provided. Children 
will not be treated differently according to whether or not their parents have made any 
contribution in response to the request or invitation.  
 
Centre Trips  
Integrated Centres’ Trips are outings with Family Workers to local areas of interest or 
family outings where parents are encouraged to accompany their children and join in 
the learning experience. Where these are curriculum based trips the Integrated 
Centres will endeavour to cover all or part of the cost of the children’s transport and 
activity/entrance fees. Parents may be asked for a voluntary contribution to cover some 
of the cost for their children. Parents will be asked to cover the cost of their own 
transport and activities/entrance fees on these days. Where insufficient voluntary 
contributions are received activities may be cancelled.  
 
Damage/Loss to Property  
A charge will be levied in respect of wilful damage, neglect or loss of Integrated Centres 
property or property belonging to a third party where the cost has been re-charged 
(including premises, furniture, equipment, books or materials). The charge will be the 
sot of replacement or repair, or such lower cost as the Joint Heads of Centre may 
decide. 
 
Lettings  
The Integrated Centres will make its’ facilities available to outside users at a charge of 
at least the cost of providing the facilities, the Integrated Centres policy is aligned to 
NCC lettings policy. The scale of charges will be determined by the Finance 
Committee.  
 
Other charges  
The Joint Heads of Centre, Finance Committee or Governing Body may levy charges 
for miscellaneous services up to the cost of providing such services e.g. for providing 
a copy of a publication or journal article. 
 
 
 
 
Free Entitlement  
From the term following a child’s third birthday parents are entitled to a maximum of 
570 hours free child care per year. No charge will be levied for parents claiming their 
free entitlement only.  Parents may claim their entitlement from more than one provider 
at the same time but may not exceed 570 hours over 3 funding periods. Where parents 
have claimed at a different setting the Integrated Centres reserve the right to charge 
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the parent for any funding shortfall at the rate of free entitlement funding for that child 
due under the Local Authority single funding formula. 
 
Free Entitlement – 30 hours 
For parents/carers who earn the equivalent of 16 hours at minimum wage, you may be 
eligible to claim up to 30 hours of free childcare, the maximum hours that can be 
claimed in a year is 1140. Parents/Carers may claim their free entitlement from more 
than one provider at the same time but must not exceed 1140 hours over the 3 funding 
periods.  Where parents have claimed at a different setting the Integrated Centres 
reserve the right to charge the parent for any funding shortfall at the rate of free 
entitlement funding for that child due under the Local Authority single funding formula. 
 
 
Annual Review of Charges  
The Finance and Personnel Committee will review charges on an annual basis. 
Wherever possible where changes to the charges have been made these will come 
into effect in the September of that year; where funding levels change at the beginning 
of the financial year this may not always be possible.  
 
Alternative Provision – 3 and 4 year olds  
 
The Nursery school – Den, Snug and Studio are open for 48 weeks per year to support 
all families.  Parents may access their free entitlement, all three year olds in the term 
after their third birthday can access 15 hours of free entitlement. Working Parents who 
earn above 16 hours of minimum wage may be eligible for up to 30 hours of free 
entitlement.  These hours and funding is calculated over 38 weeks per year.  If you 
require more hours and weeks of care, this can be negotiated by reducing the free 
entitlement hours taken each week or purchasing additional hours on top of your child’s 
free entitlement. 
 
The Nursery school is open for 48 weeks per year excluding bank holidays.  When 
additional hours are booked you will be charged regardless if your child attends on the 
day.   
 
The Nursery school offers parents of three and four year olds access to free flexible 
high quality education with care for children over the age of three from 8am to 6pm 
Monday to Friday. This can be claimed as 15 hours per week over 38 weeks or 11 
hours per week over 52 weeks. The nursery will open for child care for 48 weeks when 
there is sufficient demand to make this financially viable only but will close for two 
weeks at Christmas and for two weeks in the summer. Therefore for parents to accept 
funding over 48 weeks they will lose 42 hours funding per year (this is a national 
regulation).  
 
Additional sessions can be purchased from 8am to 1pm or 1pm to 6pm. Parents may 
drop off or collect their child within these times but will be charged for the session they 
have signed up to (less their free entitlement). Late collections may attract a penalty of 
£5 for every 10 minutes. This is to encourage parents to collect on time and ensure we 
meet our staff to children ratios at all times.  
 
Parents may access their free entitlement only (generally five sessions of three hours 
per week over 38 weeks) or may send their children for more sessions and be charged 
for anything in addition to their free entitlement. Children are required to attend for a 
minimum of two days per week (either half or full days). Parents may sign a 38 or a 48 
week contract. Children must be attending the nursery, and their parents must have 
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provided proof of address and their birth certificate and signed the County Council Free 
Entitlement Form by the Head Count Day set by the Council each term to be eligible 
for their free entitlement.  
 
30 hour Offer 
 
In line with Government new initiative of 30 hours childcare and education the Nursery 
School offers 30 hour a week places.  The new entitlement to 30 hours free childcare 
is intended to support working parents with the cost of childcare and enable them, 
where they wish, to return to work or to work additional hours. 
 
Parents are required to apply through the HMRC website and complete an online 
application.   Where parents are eligible a DERN number is generated and provided to 
the Nursery to secure the extra hours. 
 
 
Deposit 
Two weeks of fees are required as a deposit once your child’s settling in period has 
been completed and before your child attends the nursery.  Where your child transfers 
between early years spaces within Pen Green your initial deposit will transfer with them 
up until such time as your child leaves nursery.  This deposit will be held in a separate 
account and will not appear on your monthly statement of account. 
 
 
Levy of Charges  
Parents of 3 and 4 year old children within the Integrated Centres will be invoiced 
weekly for additional sessions i.e. early session or Lunch. Parents are asked to pay 
these invoices on a weekly or monthly basis.  
 
Parents of children buying extra sessions will be invoiced weekly. The Integrated 
Centres will not levy any fee in respect of the free entitlement (i.e. the Early Education 
Grant), nor will it charge any fees in advance for the free entitlement to be refunded at 
a later date.  
 
Charges for early and late sessions include the provision of a healthy Breakfast and/or 
Tea for the child by the Centre. Snacks during the sessions are provided by the 
Integrated Centres. Parents of childcare children will be offered a reduced rate for a 
full week of full or half days.  
 
When a payment is not made, parents must meet with the finance team to negotiate a 
payment plan.  If the payment plan is not adhered to then the child’s additional hours 
will be withdrawn until full payment is received.  Please also refer to the Debt Recovery 
policy.  Aged debtor reports will be presented and possible actions discussed and 
agreed at the Finance and Personnel meeting on a termly basis. Possible actions may 
range from immediate withdrawal of the additional hours offered to agreement that 
siblings who attend the Integrated Centres in the future will not be offered the 
opportunity to increase their hours beyond the free entitlement to ensure that parents 
do not get themselves further into debt.  
 
Two Year Olds  
The Integrated Centres have extensive provision for two year olds. 50% of places will 
be allocated to parents eligible for the two year old funding and 50% allocated to fee 
paying parents. From the term following a child’s second birthday parents are entitled 
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to a maximum of 570 hours free child care per year. No charge will be levied for parents 
claiming their free entitlement only.  
 
Parents may claim their entitlement from more than one provider at the same time but 
may not exceed 570 hours over three funding periods. Where parents have claimed at 
a different setting the Integrated Centres reserve the right to charge the parent for any 
funding shortfall at the rate of free entitlement funding for that child due under the Local 
Authority funding formula for two year olds. 
 
If your child is off sick or you take them on holiday when they are due to be in, normal 
fees will apply. 
 
Remissions Policy 
 
If the parent/guardian of a child is in receipt of:  
 

 Income Support  

 Income-based Jobseekers Allowance  

 Income-related Employment and Support Allowance  

 Support under Part VI of the Immigration and Asylum Act 1999  

 The guaranteed element of State Pension Credit  

 Child Tax Credit (provided you’re not also entitled to Working Tax Credit and 
have an annual gross income of no more than £16,190)  

 Working Tax Credit run-on – paid for 4 weeks after you stop qualifying for 
Working Tax Credit  

 
Your child may be eligible for the Early Years Pupil Premium and they will be asked to 
claim this. A separate policy outlines the use of the Early Years Pupil Premium 
however charges in respect of trips will be remitted in full for these children.  
 
The Joint Heads of Centre, Finance Committee or Governing Body may remit in full or 
part charges in respect of any pupil, if it feels it is reasonable in the circumstances.  
 
The Joint Heads of Centre, Finance Committee or Governing Body may decide not to 
levy charges in respect of a particular activity, if it feels it is reasonable in the 
circumstances.  

 

 

 

 

 

 

 

 

Reviewed:  September 2017 

 

Debt Recovery Policy 
 

Policy Intention  
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The intention of this policy is to achieve the prompt collection of all sums of money due 
to the Centre, whilst ensuring that a fair and consistent approach is taken to the 
recovery of sums that are not paid when due.  
 
Commencement and Duration  
This Policy shall take effect from 1 September 2015.  The Policy will have continuous 
effect but shall be reviewed from time to time, as required. A review of the Policy shall 
be conducted at least once every five years.  
 
Debt recovery process 
Parents/carers will be invoiced weekly for additional sessions over and above their free 
entitlement.   The invoice should state the date by which payment is due and give 
details of all the available payment methods.  Parents/carers are encouraged to set up 
regular weekly or monthly repayments so that the debt is cleared as soon as possible 
after the invoice date.  
 
Initial reminders 
Initial reminders may be informal and made either in person when the parent/carer 
comes to collect/drop off the child(ren) by the family worker or by telephone by a 
member of the finance team.   
 
First reminder letter 
If payment is not received within 2 weeks from the invoice due date, and no request is 
received to consider a payment plan, a first reminder letter will be sent.   
 
At this stage we will have to consider whether we can continue to offer the child(ren) 
any sessions over and above their free entitlement. 
 
Second reminder letter 
A second reminder letter will be sent 4 weeks after the first reminder letter.  This letter 
will only be sent out with authorisation from the family worker/ head of domain and after 
a discussion to include: 
 

 An accurate history of the origin of the debt and of the attempts made to recover 
it, 

 

 Details of any other debts owed to the Centre by the same debtor, 
 

 Information about any other disputes in respect of the debt, 
 

 An assessment of the prospects of recovering the debt by other means in a 
reasonable timescale, 

 

 Consideration of whether the debtor’s personal circumstances warrant them 
being protected from the consequences of recovery action, 
 

 Details of attempts made to contact the debtor and of the outcome of the 
attempts. 

 
Failure to respond to reminders/settle a debt 
If no response is received from the reminders issued, a letter will be sent to the 
parent/carer advising them that the matter will be referred to either 
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 The Centre’s approved collection agent, or 
 

 Be pursued through a claim through the Small Claims Court. 
 
Cost of debt recovery 
Where the Integrated Centres incur material additional costs in recovering a debt then 
the Finance Committee will decide whether to seek to recover such costs from the 
parent/carer. The parent/carer will be formally advised that they will be required to pay 
the additional costs incurred by the Integrated Centres in recovering the debt. 
 
Reporting of outstanding debts 
The finance manager will ensure that the level of outstanding debt is known and can 
be determined at any time.  An aged debtors report will be discussed at Governors 
meetings and the write off of any debt requires the written approval of the Chair of the 
Finance and Personnel Committee and the Chair of Governors. 
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Electronic Financial  Security Policy  
  

1. Introduction  

 
This Policy Document encompasses all aspects of security surrounding confidential 
financial information and must be distributed to all staff who are involved in the use of 
the organisation’s electronic financial systems (Chip & Pin machines, including remote 
use where the customer is not present).  All staff responsible for the undertaking of 
transactions, storing of transactional data and financial reconciling are required to read 
this document in its entirety and sign the form confirming they have read and 
understand this policy fully. This document will be reviewed and updated by Governors’ 
on an annual basis, or when relevant, to include newly developed security standards 
into the policy and inform staff accordingly of any changes.. 

  

2. Information Security Policy 

 
The Integrated Centres’ handle sensitive cardholder information daily.  Sensitive 
Information must have adequate safeguards in place to protect them, to protect 
cardholder privacy and to ensure compliance with various regulations.. 

The Integrated Centres’ are committed to respecting the privacy of all its customers 
and to protecting any data about customers from outside parties.  To this end the 
Integrated Centres are committed to maintaining a secure environment in which to 
process cardholder information so that we can meet these promises. 

Those staff handling sensitive cardholder data should ensure: 
 
 They handle Integrated Centres’ and cardholder information in a manner that 

fits with their sensitivity; 

 They protect sensitive cardholder information. 

 They keep passwords and accounts secure. 

 They always leave desks clear of sensitive cardholder data and lock computer 

screens when unattended; 

 That any information security incidents must be reported, without delay, to the 

individual responsible for incident response which is the Integrated Centres’ 

Finance Manager. 

We each have a responsibility for ensuring our organisation’s systems and data are 
protected from unauthorised access and improper use.  If you are unclear about any 
of the policies detailed herein you should seek advice and guidance from the 
Integrated Centres’ Finance Manager. 
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3. Acceptable Use Policy 

 
The Integrated Centres’ intentions for publishing an Acceptable Use Policy are not to 

impose restrictions that are contrary to the organisation’s established culture of 

openness, trust and integrity. The Integrated Centres’ are committed to protecting the 

employees, partners and the organisation from illegal or damaging actions by 

individuals, either knowingly or unknowingly.  

 

 Staff should take all necessary steps to prevent unauthorized access to 

confidential data which includes card holder data.  

 

 Keep passwords secure and do not share their account details. Authorized 

users are responsible for the security of their passwords and accounts.  

 

 All NCC workstations (and laptops where these may be used) should be 

secured with a password-protected screensaver with the automatic activation 

feature.  

 

 All POS and PIN entry devices should be appropriately protected and secured 

so they cannot be tampered or altered. 

 

 Employees must use extreme caution when opening e-mail attachments 

received from unknown senders, which may contain viruses, e-mail bombs, or 

Trojan horse code.  

 

4. Disciplinary Action   

 
Violation of the standards, policies and procedures presented in this document by a 
member of staff may result in disciplinary action, from warnings or reprimands up to 
and including termination of employment. Claims of ignorance, good intentions or using 
poor judgment will not be used as excuses for not complying with the Policy.  

 
 

5. Protect Stored Data   
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All sensitive cardholder data stored and handled by staff must be securely protected 
against unauthorised use at all times. Any sensitive card data that is no longer required 
by the company for business reasons must be discarded in a secure and irrecoverable 
manner.  
 
It is strictly prohibited to store:  

1. The contents of the payment card magnetic stripe (track data) on any media 

whatsoever.   

2. The CVV/CVC (the 3 or 4 digit number on the signature panel on the reverse 

of the payment card) on any media whatsoever.   

3. The PIN or the encrypted PIN Block under any circumstance 

 

6. Information Classification 

Data and media containing data must always be labelled to indicate sensitivity 
level: 

 

 Confidential data - Confidential data includes cardholder data. Any 

information relating to cardholder data, ie receipt books showing last 4 digits 

must be kept stored securely at all times. 

 

Internal Use data – Use of information and data to be used in the financial 
reconciling of bank accounts at the direction of the Finance Manager. 

 

7.  Access to the sensitive cardholder data: 

 

All access to sensitive cardholder will be controlled and authorised.  

 Access to sensitive cardholder information such as PAN’s, personal 

information and business data is restricted to staff that have a legitimate need 

to view such information.  

 No other employees should have access to this confidential data. 

  

 Cardholder data is not to be shared with any 3rd party. 

 

 The Integrated Centres’ will have a process in place to monitor the PCI DSS 

compliance status, responsibility for the overseeing of this process is 

delegated to the Finance Manager.  Evidence of compliance will be displayed 

in public areas where any transactions may be taking place.  
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8. Physical Security   

 
Access to sensitive information in both hard and soft media format must be 
physically restricted to prevent unauthorised individuals from obtaining 
sensitive data.  

  
 Media is defined as any printed or handwritten paper, received faxes, computer 

hard drive, etc.   

 

 Media containing sensitive cardholder information must be handled and 

distributed in a secure manner.   

 Visitors must always be escorted by a member of staff when in areas that hold 

sensitive cardholder information.  

 Procedures must be in place to help all staff easily distinguish between other 

staff and Integrated Centre Users, visitors and external contractors, especially 

in areas where cardholder data is accessible. 

 All computers that store any sensitive cardholder data must have a password 

protected screensaver enabled to prevent unauthorised use.  

9. Protect Data in Transit   

 
All sensitive cardholder data must be protected securely if it is to be transported 
physically or electronically.  

  

 Card holder data (PAN, track data etc) must never be sent over the internet via 

email, instant chat or any other end user technologies. 

 The transportation of media containing sensitive cardholder data to another 

offsite location must be authorised by management, logged and inventoried 

before leaving the premises. Only secure courier services may be used for the 

transportation of such media. The status of the shipment should be monitored 

until it has been delivered to its new secure location.  

10. Disposal of Stored Data 

 
 All data must be securely disposed of when no longer required by the 

organisation, regardless of the media or application type on which it is stored. 

 An automatic process must exist to permanently delete on-line data whilst on-

site, when no longer required, the required HMRC time period for all financial 

matters is 7 years from date of production. 

 All hard copies of cardholder data must be manually destroyed on-site after 

the required period. An annual process must be in place to confirm that all 

non-electronic cardholder data has been appropriately disposed of in a timely 
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manner.  All hardcopy materials are crosscut shredded, incinerated or pulped 

so they cannot be reconstructed. 

 

 The Integrated Centres’ will have documented procedures for the destruction 

of electronic media. These will require: 

o All cardholder data on electronic media must be rendered 

unrecoverable when deleted e.g. through degaussing or electronically 

wiped using military grade secure deletion processes or the physical 

destruction of the media; 

 
o If secure wipe programs are used, the process must define the 

industry accepted standards followed for secure deletion. 

 All cardholder information awaiting destruction must be held in lockable 

storage containers clearly marked “To Be Shredded” - access to these 

containers must be restricted. 

11. Security Awareness and Procedures   

 
The policies and procedures outlined below must be incorporated into practice to 
maintain a high level of security awareness. The protection of sensitive data demands 
regular training of all employees and contractors.  
  

 Review handling procedures for sensitive information and hold periodic security 

awareness meetings to incorporate these procedures into day to day company 

practice.  

 Distribute this security policy document to all company employees to read. It is 

required that all employees confirm that they understand the content of this 

security policy document by signing an acknowledgement form (see Appendix 

A)  

 All employees that handle sensitive information will undergo background 

checks (such as criminal and credit record checks, within the limits of the local 

law) before they commence their employment with the company.  

 All third parties with access to credit card account numbers are contractually 

obligated to comply with card association security standards (PCI/DSS).   

 Company security policies must be reviewed annually and updated as needed.   

 

 Security Management / Incident Response Plan  
 

Employees of the company will be expected to report to the Finance Manager for 
any security related issues. The Finance Manager will effectively communicate all 
security policies and procedures to employees within the company and 
contractors. 
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 In addition to this, the Finance Manager will oversee the scheduling of any 
updated system security training sessions, monitor the security policy outlined in 
both this document and at the training sessions and finally, oversee the incident 
response plan in the event of a sensitive data compromise .  

  
 

Incident Response Plan   
 

1. In the event of a suspected security breach, alert the Finance Manager, your 

line manager or a delegated manager, immediately.   

2. The Finance Manager, or delegated manager, will carry out an initial 

investigation of the suspected security breach.   

3. Upon confirmation that a security breach has occurred, the Finance Manager, 

or delegated manager, will alert and begin informing all relevant parties that 

may be affected by the compromise.    

 
If the data security compromise involves credit card account numbers, implement 
the following procedure:  

 

 Shut down any systems or processes involved in the breach to limit the 

extent, and prevent further exposure.   

 Alert all affected parties and authorities such as the Merchant Bank (your 

Bank), Visa Fraud Control, and the law enforcement.  

 Provide details of all compromised or potentially compromised card numbers 

to Visa Fraud Control within 24 hrs.   

 For more Information visit:  

 
http://usa.visa.com/business/accepting_visa/ops_risk_management/cisp_if_ 
compromised.html. 
 
 

12. Vulnerability Management Policy 

As part of the PCI-DSS Compliance requirements, the Integrated Centres’ will run 

internal and external network vulnerability scans at least quarterly and after any 

significant change in the network (such as new system component installations, 

changes in network topology, firewall rule modifications, product upgrades). 

 

13. Network Security 

 The integrated Centres’ systems are supported and run by 

Northamptonshire County Council who have the responsibility for 

providing a secure system network. 

http://usa.visa.com/business/accepting_visa/ops_risk_management/cisp_if_%20compromised.html
http://usa.visa.com/business/accepting_visa/ops_risk_management/cisp_if_%20compromised.html
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 As part of the PCI DSS compliance requirements a full system check with 

Northamptonshire County Council has taken place. 

 
 Where any transactions may be taking place on portable electronic 

equipment the Integrated Centres’ own WiFi system will need to be 

regularly reviewed (cross-check with Online  Safety). The firewall rules 

will be reviewed by Pen Green Systems Administrator on a six months 

basis to ensure validity. 

 
 A separate network segment must be implemented for wireless devices 

and users, where they are authenticated and firewalled as if they were 

coming from the Internet. 

 
 Email with attachments coming from suspicious or unknown sources 

should not be opened.  All such emails and their attachments should be 

deleted from the mail system as well as from the trash bin.  No one 

should forward any email which they suspect may contain virus. 

 
 All removable media should be scanned for viruses before being used. 

 
 All the logs generated from the antivirus solutions have to be retained as 

per legal/regulatory/contractual requirements and for a minimum of 90 

days online and 1 year offline. 

14. Password Policy 
 
All staff with access to Integrated Centres’ electronic financial systems, are 
responsible for taking the appropriate steps, as outlined below, to select and 
secure their passwords. 

 

 Network access/passwords 
Users will be allocated appropriate access to systems controlled via User IDs 
and passwords. It is important to note that passwords must not be shared or 
written down by employees under any circumstances.  
 
The system enforces the use of strong passwords, which contain at least six 
characters and are a mixture of alphabetical characters, numeric characters 
and lower and upper case for example: 7ove@pplEs NB. This example must 
not be used. Users are required to change their network password every 90 
days.(ref:  Northamptonshire County Council: Information Security Policy V4.0 
for annual review October 2017) 
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Appendix A – Agreement to Comply Form – Agreement to Comply 
With Information Security Policies   
  

 

  

________________________  

Employee Name (printed)   
  

 
 

  

I agree to take all reasonable precautions to assure that company internal information, 
or information that has been entrusted to the company by third parties such as 
customers, will not be disclosed to unauthorised persons.. I understand that I am not 
authorised to use sensitive information for my own purposes, nor am I at liberty to 
provide this information to third parties without the express written consent of the 
Finance Manager, who is the designated information owner.  
  
I have read and understand this policy, and I understand how it impacts on my . As a 
condition of continued employment, I agree to abide by the policies and other 
requirements found in the company security policy. I understand that failure to follow 
and undertake the guidance within this policy will be cause for disciplinary action up to 
and including dismissal, and perhaps criminal and/or civil penalties.   
 
I also agree to promptly report all violations or suspected violations of information 
security policies to the designated security officer.   
  

 

 

  

________________________  

Employee Signature   
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Policy Statement The internet is an accessible tool to children in early years settings 

- gaming, mobile learning apps etc 
 
The Governors and the Centre Leadership Team appreciate that electronic 
communications are an essential element in 21st century life for education, business 
and social interaction. We wish to support the children in using ICT as part of their 
learning experience and believe that used correctly ICT will not raise standards, 
support staff in their work, and will enhance the centre’s management information and 
business administration systems. 
 
All early years settings have a duty to ensure that children are protected from potential 
harm both within and beyond the learning environment. Every effort will be made to 
safeguard against all risks, however it is likely that we will never be able to completely 
eliminate them. Any incidents that do arise will be dealt with quickly and according to 
policy to ensure that children and staff continue to be protected.  
 

Aims 

 To offer valuable guidance and resources to early years settings and practitioners 
to ensure that they can provide a safe and secure online environment for all 
children in their care. 

 To raise awareness amongst staff and parents/carers of the potential risks 
associated with online technologies, whilst also highlighting the many educational 
and social benefits. 

 To provide safeguards and rules for acceptable use to guide all users in their online 
experiences.    

 To ensure adults are clear about procedures for misuse of any technologies both 
within and beyond the early years setting. 
 

Scope of policy 

This policy applies to all staff, children, parents/carers, professionals, visitors and 
contractors accessing the internet or using technological devices on the premises. This 
includes the use of personal devices by all of the above mentioned groups, such as 
mobile phones or iPads/tablets which are brought into an early years setting. This 
policy is also applicable where staff or individuals have been provided with setting 
issued devices for use off-site, such as a work laptop or mobile phone.  

 

Responsibilities 

Practitioner responsibilities (including volunteers) 
All staff have a shared responsibility to ensure that children are able to use the internet 
and related technologies appropriately and safely as part of the wider duty of care to 
which all adults working with children are bound.  
 
Please see NCC Acceptable Use Policy for Employees for further details regarding 
staff responsibilities and expectations for behaviour whilst accessing the internet, email 
or related technologies within and beyond the early years setting.  A copy of this policy 
is available to all staff with an NCC log in.  
 
For those staff using desktop NCC networked computers the responsibility of 
appropriate usage, maintenance and security is NCC.   
 
In the nurseries and early years settings staff use predominantly Apple iPads, with a 
small number of iBooks, of which all of these have access to the Centre’s Wifi system. 
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To support administration functions there are at most three Dell laptops.  
 
 
Parents 
In addition parents can access the Centre’s Wifi system whilst they are in the building. 
 
Site Administrator responsibilities 
In order to ensure appropriate use of the Wifi system this is overseen by the Site 
Administrator who has full access to the system and can make changes. In addition 
the site administrator is responsible for: 

 Instalment of Anti-virus software and ensuring it is maintained on all setting 
machines and portable devices.  

 Ensuring that users may only access the Integrated Centres’ network through 
a rigorously enforced password protection policy, in which passwords are 
regularly changed.  

 Applying and updating the Integrated Centres’ filtering policy on a regular basis.   

 Reporting to the Joint Heads of Centre or DSL when restricted sites have been 
accessed. 

 Any problems or faults relating to filtering are immediately logged and recorded 
on the Online Incident Log and action taken as appropriate. 
 

 
Governor responsibilities 
For overseeing the information technology systems the Centre has a named Governor 
who is responsible for ensuring that: 

 The Integrated Centres’ ICT infrastructure/system is secure and not open to 
misuse or malicious attack.  

 Keeps up to date with e-safety technical information in order to maintain the 
security of the network and safeguard children.  

 An overview of the use of the Integrated Centres’ network. 

 Monitoring of the network and checking any deliberate or accidental misuse 
has been reported via the Site Administrator to the Joint Heads of Centre or 
Designated Safeguarding Lead.  

 
External contractor responsibilities 
In general external contractors will only have access to Centre network attached 
systems and software in order to complete contracted tasks.  
 
External contractors shall: 

a) Be retained under commercial contract for a specific purpose as directed by 
the Joint Heads or an authorised member of staff as designated by the Joint 
Heads. 

b) Only install hardware and software as required to fulfil contracted services.  
c) Provide secure administrator access to the Site Administrator for all network 

attached systems and software provided to the Centre by the contractor once 
configured and operational 

d) Provide necessary training or instruction to the Site Administrator as directed 
by the Joint Heads of Centre or the Vice Chair of Governors with regard to the 
provision of point c). 

e) Ensure that the safety and security of the Centre and its IT systems are not 
compromised as a consequence of any contracted activities.  

f) Observe and comply with the e-Safety Policy with regard to their activities when 
using Centre network resources and equipment.  
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Broadband and Age Appropriate Filtering 

Broadband provision is essential to the running of an early years setting, not only 
allowing for communication with parents and carers but also providing access to a 
wealth of resources and support. The Integrated Centres staff  now use internet 
enabled devices, including iPads to enhance the learning experience of children and 
as online tools for staff to track and share achievement. For this reason, great care 
must be taken to ensure that safe and secure internet access, appropriate for both 
adults and children, is made available regardless of the size of the Integrated Centres. 
 
It is ultimately the responsibility of the Centre Leadership Team to ensure that the 
internet provision at the Integrated Centres’ is as safe and secure as is reasonably 
possible.  
 
Larger settings 

 Filtering levels are managed and monitored on site via an administration 
tool/control panel, provided by our broadband supplier, which allows an authorised 
staff member (Rebecca Elliot) to instantly allow or block access to sites and 
manage user internet access. 

 Age and user appropriate content filtering is in place across the Integrated Centres, 
ensuring that staff and children receive different levels of filtered internet access in 
line with user requirements (e.g. Youtube at staff level but blocked to children and 
centre users) 

 Any changes to filtering levels are documented on the Filter Change Request Log 
(see attached template document) and include the reason for the requested 
change, the date and name of staff member concerned.  

 Parental controls are established on all internet enabled devices that children have 
access to, blocking or preventing access to any harmful, illegal or inappropriate 
content.  

 

Email Use 

Staff 

 The Integrated Centres provide appropriate staff with access to a professional 
email account to use for all work related business, including communication 
with parents and carers. This allows for email content to be monitored and 
protects staff from the risk of allegations, malicious emails or inappropriate 
contact with children and their families.  

 Staff must not engage in any personal communications (i.e. via hotmail or 
yahoo accounts etc) with parents of children for whom staff have a professional 
responsibility (not withstanding those who were already friends) and with 
children who they have a professional responsibility for. This prohibits contact 
with former pupils outside of authorised setting email channels also. 

 All emails should be professional in tone and checked carefully before sending, 
just as an official letter would be. This includes those that are sent internally as 
well as externally. 

 

Use of Social Networking Sites (advertising or parental contact) 

Social networking sites (e.g. Facebook and Twitter) can be a useful advertising tool 
for early years settings and can often be an effective way of engaging with young or 
hard to reach parents. Due to the public nature of social networking and the inability 
to keep content truly private, great care must be taken in the management and use of 
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such sites. Best practice guidance states that: 
 

 Identifiable images of children should not be used on social networking sites 
without specific consent first being sought from those who have legal 
responsibility for the children.  Staff should always adhere to our use of 
photograph policy.  

 To maintain professional distance and to avoid unwanted contact, staff should 
not link their personal social networking accounts to the Integrated Centres’ 
page unless it is to promote marketing materials.   

 Ensure that privacy settings are set to maximum and checked regularly, unless 
we are using the sites for marketing purposes then specific consent will be 
sought for the use of any image and materials.  We will make it clear on the 
consent paperwork that the images will be on a link that is open for public use.  

 For safeguarding purposes, photographs or videos of looked after children 

must not be shared on social networking sites.  

 

Mobile/Smart Phones 

Staff: 

 Personal mobile phones are permitted on the Integrated Centres’ grounds, but 
are to be used during break times only, within designated areas away from 
children.  

 Staff should not have phones on their person during work hours, if you see a 
colleague using their mobile phone within work time there is the expectation 
that you will challenge this inappropriate use and request the phone be put 
away. Should this practice continue despite a colleague’s challenge it needs to 
be reported to a member of CLT. 

 Personal mobile phones must never be used to contact children or their 
families, nor should they be used to take videos or photographs of children. 
Integrated Centres issued devices only should be used for this purpose and, if 
containing sensitive information or photographs of children, should not leave 
the premises unless encrypted and this must be acknowledged in the policy.  

 
 
Parents / visitors / Centre Users 
Mobile phones can be brought into the centre, and can be used when needed, with the 
exception of Nest, Couthie Crèche, Den, Snug, Studio, Kingswood Community 
Nursery.  If staff see photographs or videos being taken using a mobile phone they will 
approach the person taking the image and will ask to view the images.  If they include 
children other than those who the person has legal responsibility for they will be deleted 
immediately. 

  

Photographs and Video 

Digital photographs and videos are an important part of the learning experience in the 

Integrated Centres and, as such, staff have a responsibility to ensure that they not only 

educate children about the safe and appropriate use of digital imagery, but also model 
good practice themselves. To this end, there are strict policies and procedures for staff 
and children about the use of digital imagery and videos.  

 

 Written consent must be obtained from parents or carers before photographs 
or videos of young people will be taken or used within the Integrated Centres 
including displays, learning journeys, setting website and other marketing 
materials. 
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 Staff will ensure that children are at ease and comfortable with images and 
videos being taken. 

 Staff must not use personal devices, such as cameras, video equipment or 
camera phones, to take photographs or videos of children.  

 Integrated Centre issued devices only should be used for this purpose and, if 
containing sensitive information or photographs of children, should not leave 
the premises unless encrypted and this must be acknowledged in the policy. In 
the case of an outing, all data must be transferred/deleted from Integrated 
Centres’ camera/device before leaving the premises. 

 

Laptops/iPads/Tablets 

 

Staff Use:  

 A log of all ICT equipment issued to staff, including serial numbers, is 
maintained by the Integrated Centres Asset Management System. 
 

 Personal use of setting laptops or computing facilities, whilst on site, is left to 
the discretion of the Centre Leadership Team and may be permissible if kept 
to a minimum and only during authorised breaks.  

 Where staff have been issued with a device (e.g. setting laptop) for work 
purposes, personal use whilst off site is permitted, however a separate account 
must be set up on the device so there is no way the information stored about 
children and families can be mixed up with anything stored on the device for 
personal use.  Integrated Centres’ laptop/devices should be used by the 
authorised person only.  Staff are required to sign a safe user agreement before 
the device leaves the premises. 

 Staff are aware that all activities carried out on setting devices and systems, 
both within and outside of the work environment, will be monitored in 
accordance with this policy.  

 Staff will ensure that setting laptops and devices are made available as 
necessary for anti-virus updates, software installations, patches, upgrades or 
routine monitoring/servicing.  It is at this time a scan will take place to see what 
the device has been used for.  Any inappropriate use will result in disciplinary 
processes being followed. 

 Setting issued devices only should be used for this purpose and, if containing 
sensitive information or photographs of children, should not leave the premises 
unless encrypted and this must be acknowledged in the policy.  

 Please note: The Joint Heads of Centre are ultimately responsible for the 
security of any data or images held of children within the Integrated Centres.    

 
Children’s Use:  

 Laptop, iPad or tablet use must be supervised by an adult at all times and any 
games or apps used must be from a pre-approved selection checked and 
agreed by the Assistant Heads. 

 Online searching and installing/downloading of new programmes and 
applications is restricted to authorised staff members only. Children should not 
be able to search or install anything on a setting device.  

  

Applications (Apps) for recording pupil progress 

In recent years, a number of applications (apps) for mobile devices have been 
launched which are targeted specifically at Early Years Practitioners and settings. 
Many of these apps allow staff to track and share a child’s learning journey online with 
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parents and carers, usually in the form of photographs and text. Such tools have 
considerable benefits, including improved levels of engagement with parents and a 
reduction in paperwork, but careful consideration must be given to safeguarding and 
data security principles before using such tools.  
 

 Personal staff mobile phones or devices (e.g. iPad or iPhone) should not 
be used for any apps which record and store children’s personal details, 
attainment or photographs. Only setting issued devices may be used for 
such activities, ensuring that any devices used are appropriately 
encrypted if taken off site. This is to prevent a data security breach in the 
event of loss or theft.  

 Before purchasing or accessing any apps for staff or children’s use, senior staff 
must have a clear understanding of where and how children’s data will be 
stored, including who has access to it and any safeguarding implications. 
Please note: The Joint Heads of Centre are ultimately responsible for the 
security of any data or images held of children within Pen Green.    

 

 

Data Storage and Security 

 
The Data Protection Act 1998 (the Act) applies to anyone who handles or has 
access to information concerning individuals. Everyone in our setting has a legal 
duty to protect the privacy of information relating to individuals. The Act sets 
standards (eight data protection principles), which must be satisfied when 
processing personal data (defined as information that will identify a living 
individual). The Act also gives rights to the people the information is about i.e. 
subject access rights lets individuals find out what information is held about them. 
The eight principles are that personal data must be: 

o Processed fairly and lawfully 
o Processed for specified purposes 
o Adequate, relevant and not excessive 
o Accurate and up-to-date 
o Held no longer than is necessary 
o Processed in line with individual’s rights 
o Kept secure 
o Transferred only to other countries with suitable security measures. 

 
The quantity and variety of data held on pupils, families and on staff is always 
expanding. Whilst this data can be very useful in improving services, data could 
be mishandled, stolen or misused. The Governors are aware that the security of 
personal data is always paramount and ensure that portable media, such as 
memory sticks, can only be used if they are password protected. 
 
The Act promotes openness in the use of personal information ensuring that 
every organisation that processes personal information (personal data) must 
notify the Information Commissioner's Office, unless they are exempt. The Centre 
is registered with the Commission and its Registration number is ZA130051. 
 

 Sensitive data, photographs and videos of children are not stored on setting 
devices which leave the premises (e.g. laptops, mobile phones, iPads, USB 
Memory Sticks etc) unless encryption software is in place.  
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 In relation to all data that leaves the Integrated Centre the relevant consents 
will need to be in place and a log kept of all hardware/software taken to an 
alternative site.   
 
Applies to Research training offsite, material taken abroad (EECERA) 
and any other delivery other than at the Integrated Centre site. 

 
 

Assessing Risk 

 
The Centre will take all reasonable precautions to prevent access to inappropriate 
material. However, due to the international scale and linked nature of Internet 
content, it is not possible to guarantee that unsuitable material will never appear on a 
computer connected to the Centre network.  
 
The Centre cannot accept liability for any material accessed, or any consequences of 
Internet access. Methods to identify, assess and minimise risks will be reviewed 
regularly.  
 
The Heads and Governors will ensure that the e-Safety Policy is implemented and 
compliance with the policy monitored. 
 
The use of computer systems without permission or for inappropriate purposes could 
constitute a criminal offence under the Computer Misuse Act 1990. 
 
 

Useful links 

 

 Northamptonshire Safeguarding Children’s Board (NSCB).  
Online Procedures: www.nscbnorthamptonshire.org.uk 
 

 Northamptonshire County Council Online Safety pages: 
www.northamptonshire.gov.uk/en/councilservices/EducationandLearning/serv
ices/ict/Pages/e-safety.aspx 
 

 Data Protection and Freedom of Information advice: www. ico.org.uk 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.nscbnorthamptonshire.org.uk/
http://www.northamptonshire.gov.uk/en/councilservices/EducationandLearning/services/ict/Pages/e-safety.aspx
http://www.northamptonshire.gov.uk/en/councilservices/EducationandLearning/services/ict/Pages/e-safety.aspx
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Safe User Agreement 
 
User Name:............................................................... 
 
This agreement applies to any device (e.g. laptop, mobile phone, iPad, memory stick) 
which has been issued by the Integrated Centres. This agreement must be signed 
before any device provided by the Integrated Centres is removed from the premises. 
 
Passwords and encryption 
 

 All devices in possession of the user will be password protected 

 The user will employ strong passwords (e.g. to include numbers, letters that 
are case sensitive) which must be changed regularly 

 Any device will only be used by the authorised user 

 The user will never share passwords. The only exception is with their 
supervisor prior to a period of extended leave or if leaving the organisation 

 Any device that can be used to access data will be locked by the user if left 
(even for very short periods) and set to auto lock if not used for five minutes 

 Should the device be used for personal reasons, a separate user account will 
be set up so that information held on children and families cannot be mixed up 
with personal information 

 All devices, including memory sticks or other removable media, will be 
encrypted using approved encryption software. 
 

Transportation and storage 
 

 All storage media will be transported and stored in an appropriately secure and 
safe environment that avoids physical risk, loss or electronic degradation 

 All workers are required to ensure that they have appropriate home insurance 
arrangements in place that covers any electronic equipment they are 
responsible for in the event of damage or theft. 
 

Handling data 
 

 Private equipment (i.e. owned by the user) will not be used for the storage of 
personal data related to users of the Integrated Centre 

 Data will be securely deleted from any device, (i.e. deleted permanently and/or 
securely overwritten) once it has been transferred or its use is complete. 

 
Monitoring 
 

 The user will make any device available on request for routine monitoring in 
accordance with the Centre’s Online Policy 

 
Device:.................................................Serial No:............................................ 
 
Device:.................................................Serial No:............................................ 
 
 
Signed:................................................ Date:................................................. 
In signing this document you are agreeing to follow the processes outlined above. Any 
inappropriate use or failure to follow the above processes may result in the equipment being 
confiscated and/or relevant HR processes being invoked. 
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Reviewed: September 2017 
 

Film, Photography & Social Media 
 

Within the Integrated Centres we regularly use digital photography, video/filming and 

social media for a wide variety of uses outlined below.    Please complete those areas 

that are relevant to your child’s/family’s participation in Centre services, 

 

Child’s Name:     Date of birth: 

 

Tapestry is an online document of your child’s learning whilst in nursery and our 0-3 

settings, which  parents/carers can access through a  secure online portal.,   We also 

have a paper version of this documentation and this is kept in your child’s ‘Celebration 

of my Achievements’ file.  For more information about Tapestry please speak to your 

Family Worker.    

 

We take the utmost care to ensure that your child’s wishes are respected and that only 

positive images of your child are displayed. We understand that children spend time 

learning collaboratively and enjoy many friendships and, therefore, there may be times 

when an image of your child features in a photograph in another child’s file. 

 

I agree to my child being photographed and filmed for children’s files:  

  

Paper version:                                                                                  Yes/No* 
  
Online Version:                                                                                   Yes/No*      
 
I agree to images of my child featuring in other children’s paper files:       Yes/No* 
 
I agree to images of my child featuring in other children’s online files:       Yes/No* 
 
I agree to my child being photographed and filmed for Integrated Centre displays     
and/or promotional paper material relating to the Integrated Centres. Yes/No*   
 

Staff Development - we also use video and digital images for staff development within 

the centre.  These images will not be made available to a wider audience without your 

full consent.  

 

I agree to my child being photographed and filmed for use in  

staff development opportunities:                                                 Yes/No*                                                               

 

Website – the Integrated Centres have recently launched a brand new website.   We 

will use images of children on our website to provide information, and to promote 

services available, to children and families.  In addition the work of the Research base 

is promoted and used to advertise a wide range of professional development courses. 

 

I agree to images of my child(ren) featuring in the Integrated Centres website:        

          Yes/No* 
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Public Relations -    Occasionally the local and national press approach us to take 

photographs/filming as part of any current news stories relating to very young children 

and their families.   We will make every effort to inform you of when this may be 

happening in order that you are aware that images of your child may be published/used 

in external media sources. 

 

I agree to my child(ren) being photographed and/or  filmed for use in public relations 

exercise which may be available both on and offline.                                   Yes/No*         

 

Social Media (including Twitter, Facebook, Instagram) – the Integrated Centres have 

accounts  with  social media sites.  They are an invaluable way of sharing information 

quickly with parents about services available and also promoting parent-led activities 

at the Integrated  Centres.  

 

I agree to images of my child(ren)and family  posted online and I understand that 

the images will be in the public domain.   I understand that if I do not like the 

image used I can request it be deleted but that the Integrated Centres cannot 

control how far it may already have been viewed.    

 Yes/No*         

 

                    

*Please delete as appropriate. 

 

Signed:     ___________________________________________________ 

 

 

Name: ____________________________________________________ 

 

 

Relationship to the child:________________________________________ 

 

 

Email Address (if applicable):______________________________________ 

 

 

Date: _______________________________________________________ 
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Incident Reporting 

 

Filtering Change Log 
 

All filtering change requests to be recorded by Network Administration or staff 
member authorised to adjust filtering levels. All filtering changes must be authorised 

by Network Administrator. 
 

Website / 
category 

Date Requested by / 
reason 

Authorise
d by 

Change 
made by 

Confirmed 
by 

Date 
for 

review 

www.primaryi
nteractive.co.
uk 
 
 

01/12/1
2 

(AN) Good EYFS 
shape games 

Cliff Face 
(IT 

Technician
) 

Cliff 
Face (IT 
Technici

an) 

Davey Jones 
– Head 
Teacher 

31/10/1
3 

 
 

      

 
 

      

 
 

Online Safety Incident Log 
 

Details of ALL Online incidents to be recorded by staff and monitored monthly by the 
Network Administrator 

Date 
of 

incide
nt 

Name of 
individual(s) 

involved 

Device 
number/loc

ation 

 
Details of incident   

 
Actions and 

reasons 

 
Confir

med by 

1/10/1
2 

Joe Bloggs 
 

PC 63 Rm 4 Child accessed 
inappropriate chat 
site using child log-
in. Adult language 
and pornographic 
images viewed. 

Hector Protector 
launched effectively 
by young person. 

Website now blocked 
and filtering levels 

reviewed and 
altered.  

Davey 
Jones 

(Deputy 
Head 
CPO) 

 
 

     

 
 
 
 
 
 
 
 
 

http://www.primaryinteractive.co.uk/
http://www.primaryinteractive.co.uk/
http://www.primaryinteractive.co.uk/
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Filtering Change Log 

 

All filtering change requests to be recorded by Network Administrator or staff member 
authorised to adjust filtering levels. All filtering changes must be authorised by the 

Network Administrator. 
 

Website / 

category 

Date Requested by / 

reason 

Authorised 

by 

Change 

made by 

Confirmed 

by 

Date for 

review 

 
 
 

      

 
 

      

 
 

      

       

       

       

       

 



                                                                      

May 2018                     43 

 

 
Online Filtering Policy 

 
 
The Network Administrator  is authorised to make changes to internet filtering in 
relation to the Centre’s broadband service. 
 
How security is implemented 
 
The Integrated Centres recognise they has a duty of care to protect any user from 
offensive material but also recognises that certain users, e.g. staff, undergraduate 
students, will require access to   sites that may be unsuitable for children and families. 
The Centre has therefore created a list of automatically blocked websites deemed 
unsuitable for each group of users and ‘banned words’: 
 
List of blocked sites & user groups 
 
Process 
 
1. If the site is on the banned list, a "site blocked" message is sent back to the user 

and access is denied. 
2. If the site is not on the black list, access to the website is allowed. 
 
Procedure for Blocking and Unblocking 
 
Blacklists and ‘banned word’ lists are not exhaustive and there will be occasions when 
users discover unsuitable or inappropriate material originating from unblocked 
sources. 
 
On the other hand, it may be considered that sites or accounts currently blocked should 
be unblocked. 
 
The following procedures allow requests for blocking or unblocking to be dealt with 
promptly. 
 

 Senior member of staff contacts  Network administrator  to request a website or 
email account to be blocked 

 They investigate and if the request is non-contentious, contacts website provider  
to block the named site or account for specific or all user groups as appropriate. 
Blocking will normally take place immediately 

 Provider adds this site to the black list and the site is then no longer available. A 
message on the users screen explains why this site is blocked, should any 
attempt be made to access it 

 The procedure for requesting for a website or email account to be unblocked is 
broadly similar to the blocking procedure 
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Online Safety Incident Log 
 

Details of ALL Online incidents to be recorded by staff and monitored monthly by the 
Network Administrator. 

 

Date of 

incident 

Name of 

individual(s) 

involved 

Device 

number/location 

 
Details of incident   

 
Actions and reasons 

 
Confirmed 

by 
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Online Log: Password Changes 
 

Details of all occasions when network password has been changed to be recorded 
 

Date Reason for 
change (e.g. 

routine, 
security 
breach) 

Authorised 
by 

Change 
made by 

Confirmed 
by 

Date of next 
planned 
change 
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Extract from SWGfL School Online safety Policy Template Document: 
 

Within this template sections which include information or guidance are shown in BLUE. It is anticipated that 

schools would remove these sections from their completed policy document, though this will be a decision 

for the group that produces the policy. 

Where sections in the template are written in ITALICS it is anticipated that schools would wish to consider 

whether or not to include that section or statement in their completed policy. 

Where sections are highlighted in BOLD text, it is the view of the SWGfL Online safety Group that these 

would be an essential part of a school online safety policy.  

The template uses various terms such as school; students / pupils. Users will need to choose which term to 

use for their circumstances and delete the other accordingly. 

School Personal Data Handling Policy Template (amended 

November 2013) 
 

Suggestions for use 
Sections within this template are for information or guidance purposes only are shown in BLUE. It is 

anticipated that schools would remove these sections from their completed policy document, though this 

will be a decision for the group that produces the policy. 

The template uses the terms students / pupils to refer to the children or young people at the institution. 

Schools will need to choose which term to use and delete the other accordingly. 

School Personal Data Handling Policy  
Recent publicity about data breaches suffered by organisations and individuals has made the area of 

personal data protection compliance a current and high profile issue for schools and other organisations.  It 

is important that the school has a clear and well understood personal data handling policy in order to avoid 

or at least minimise the risk of personal data breaches. A breach may arise from a theft, a deliberate attack 

on your systems, the unauthorised use of personal data by a member of staff, accidental loss, or equipment 

failure. In addition: 

• No school or individual would want to be the cause of any data breach, particularly as the impact of 

data loss on individuals can be severe and cause extreme embarrassment, put individuals at risk and 

affect personal, professional or organisational reputation.  

• Schools are “data rich” and the introduction of electronic storage and transmission of data has 

created additional potential for the loss of data 
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• The school will want to avoid the criticism and negative publicity that could be generated by any 

personal data breach. 

• The school is subject to a wide range of legislation related to data protection and data use, with 

significant penalties for failure to observe the relevant legislation.  

 

It is a statutory requirement for all schools to have a Data Protection Policy: 

(http://www.education.gov.uk/schools/toolsandinitiatives/cuttingburdens/a00201669/statutory-policies-

for-schools) 

Schools have always held personal data on the pupils in their care, and increasingly this data is held digitally 

and accessible not just in school but also from remote locations. Legislation covering the safe handling of this 

data is mainly the Data Protection Act 1998 (‘the DPA’). Moreover, following a number of losses of sensitive 

data, a report was published by the Cabinet Office in June 2008, Data Handling Procedures in Government. 

The latter stipulates the procedures that all departmental and public bodies should follow in order to 

maintain security of data. Given the personal and sensitive nature of much of the data held in schools, it is 

critical that they adopt these procedures too. 

It is important to stress that the Personal Data Handling Policy Template applies to all forms of personal data, 

regardless of whether it is held on paper or in electronic format. However, as it is part of an overall online 

safety policy template, this document will place particular emphasis on data which is held or transferred 

digitally.  

Schools will need to carefully review this policy template and amend sections, as necessary, in the light of 

pertinent Local Authority regulations and guidance, and changes in legislation.  

Introduction 
Schools and their employees should do everything within their power to ensure the safety and security of 

any material of a personal or sensitive nature  

It is the responsibility of all members of the school community to take care when handling, using or 

transferring personal data that it cannot be accessed by anyone who does not: 

• have permission to access that data, and/or 

• need to have access to that data.  

Data breaches can have serious effects on individuals and / or institutions concerned, can bring the school 

into disrepute and may well result in disciplinary action, criminal prosecution and fines imposed by the 

Information Commissioners Office . for the school and the individuals involved. Particularly, all transfer of 

data is subject to risk of loss or contamination. 

Anyone who has access to personal data must know, understand and adhere to this policy, which brings 

together the legal requirements contained in relevant data protection legislation and relevant regulations 

and guidance (where relevant from the Local Authority). 

 

The DPA lays down a set of rules for processing of personal data (both structured manual records and digital 

records). It provides individuals (data subjects) with rights of access and correction. The DPA requires 

organisations to comply with eight data protection principles, which, among others require data controllers 

to be open about how the personal data they collect is used. 

38 

http://www.education.gov.uk/schools/toolsandinitiatives/cuttingburdens/a00201669/statutory-policies-for-schools
http://www.education.gov.uk/schools/toolsandinitiatives/cuttingburdens/a00201669/statutory-policies-for-schools
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The DPA defines “Personal Data” as data which relate to a living individual who can be identified 

(http://ico.org.uk/for_organisations/data_protection/the_guide/key_definitions)  

 from those data, or 

 from those data and other information which is in the possession of, or is likely to come into the 

possession of, the data controller, 

 

 and includes any expression of opinion about the individual and any indication of the intentions of the 

data controller or any other person in respect of the individual. 

 

 

It further defines “Sensitive Personal Data” as personal data consisting of information as to: 

 the racial or ethnic origin of the data subject, 

 his political opinions, 

 his religious beliefs or other beliefs of a similar nature, 

 whether he is a member of a trade union (within the meaning of the Trade Union and Labour 

Relations (Consolidation) Act 1992), 

 his physical or mental health or condition, 

 his sexual life, 

 the commission or alleged commission by him of any offence, or 

 any proceedings for any offence committed or alleged to have been committed by him, the disposal 

of such proceedings or the sentence of any court in such proceedings. 

 

Guidance for organisations processing personal data is available on the Information Commissioner’s Office 

website: http://www.ico.gov.uk/for_organisations/data_protection_guide.aspx 

 

Policy Statements 
The school will hold the minimum personal data necessary to enable it to perform its function and it will not 

hold it for longer than necessary for the purposes it was collected for.  

Every effort will be made to ensure that data held is accurate, up to date and that inaccuracies are corrected 

without unnecessary delay.  

All personal data will be fairly obtained in accordance with the “Privacy Notice” and lawfully processed in 

accordance with the “Conditions for Processing”. (see Privacy Notice section below) 

Personal Data 
The school and individuals will have access to a wide range of personal information and data. The data may 

be held in a digital format or on paper records. Personal data is defined as any combination of data items 

that identifies an individual and provides specific information about them, their families or circumstances. 

This will include: 

http://ico.org.uk/for_organisations/data_protection/the_guide/key_definitions
http://www.ico.gov.uk/for_organisations/data_protection_guide.aspx
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• Personal information about members of the school community – including pupils / students, members 

of staff and parents / carers eg names, addresses, contact details, legal guardianship contact details, 

health records, disciplinary records 

• Curricular / academic data eg class lists, pupil / student progress records, reports, references  

• Professional records eg employment history, taxation and national insurance records, appraisal 

records and references 

• Any other information that might be disclosed by parents / carers or by other agencies working with 

families or staff members. 

Responsibilities 
The school’s Senior Information Risk Officer (SIRO) is (insert name or title). (Schools may choose to 

combine this role with that of Data Protection Officer). This person will keep up to date with 

current legislation and guidance and will: 

• determine and take responsibility for the school’s information risk policy and risk assessment 

• appoint the Information Asset Owners (IAOs) 

 

The school will identify Information Asset Owners (IAOs) (the school may wish to identify these staff 

by name or title in this section) for the various types of data being held (eg pupil / student information 

/ staff information / assessment data etc). The IAOs will manage and address risks to the information and will 

understand :  

• what information is held, for how long and for what purpose, 

• how information as been amended or added to over  time, and 

• who has access to protected data and why. 

Everyone in the school has the responsibility of handling protected or sensitive data in a safe and secure 

manner.  

 

Governors are required to comply fully with this policy in the event that they have access to personal data, 

when engaged in their role as a Governor.  

 

Registration  
The school is registered as a Data Controller on the Data Protection Register held by the Information 

Commissioner. (each school is responsible for their own registration): 

http://www.ico.gov.uk/what_we_cover/register_of_data_controllers.aspx 

 

Information to Parents / Carers – the “Privacy Notice”  
In order to comply with the fair processing requirements of the DPA, the school will inform parents / carers 

of all pupils / students of the data they collect, process and hold on the pupils / students, the purposes for 

which the data is held and the third parties (eg LA, DfE, etc) to whom it may be passed. This privacy notice 

will be passed to parents / carers through ... (to be inserted – schools might choose to use the Prospectus, 

newsletters, reports or a specific letter / communication). Parents / carers of young people who are new to 

the school will be provided with the privacy notice through (to be inserted – as above). 
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More information about the suggested wording of privacy notices can be found on the DfE website: 

http://www.education.gov.uk/researchandstatistics/datatdatam/a0064374/pn. A copy of the guidance is 

also included as an appendix the end of this template policy. LA Schools are advised to contact their Local 

Authority for local versions of the Privacy Notice and to check for annual updates. 

 

Training & awareness 
All staff will receive data handling awareness / data protection training and will be made aware of their 

responsibilities, as described in this policy through: (schools should amend or add to as necessary)  

• Induction training for new staff 

• Staff meetings / briefings / Inset 

• Day to day support and guidance from Information Asset Owners (or insert titles of relevant persons) 

Risk Assessments 

Information risk assessments will be carried out by Information Asset Owners to establish  the security 

measures already in place and whether they are the most appropriate and cost effective. The risk 

assessment will involve: 

 Recognising the risks that are present; 

 Judging the level of the risks (both the likelihood and consequences); and 

 Prioritising the risks. 

 

Risk assessments are an ongoing process and should result in the completion of an Information Risk Actions 

Form (example below): 

 

Risk ID Information Asset 

affected 

Information 

Asset Owner 

Protective 

Marking 

(Impact 

Level) 

Likelihood Overall risk 

level (low, 

medium, high) 

Action(s) to 

minimise risk 

       

       

       

       

       

 

Impact Levels and protective marking 
 

Following  incidents involving loss of data, the Government recommends that the Protective Marking 

Scheme should be used to indicate the sensitivity of data. The Protective Marking Scheme is mapped to 

Impact Levels as follows: 

Government Protective Marking Scheme label Impact Level (IL) Applies to schools? 

NOT PROTECTIVELY MARKED 0  

http://www.education.gov.uk/researchandstatistics/datatdatam/a0064374/pn
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PROTECT 1 or 2 Will apply in schools 

RESTRICTED 3 

CONFIDENTIAL 4  

Will not apply in schools  HIGHLY CONFIDENTIAL 5 

TOP SECRET 6 

  

Most student / pupil or staff personal data that is used within educational institutions will come under the 

PROTECT classification.  However some, eg the home address of a child (or vulnerable adult) at risk will be 

marked as RESTRICT.  

 

The school will ensure that all school staff, independent contractors working for it, and delivery partners, 

comply with restrictions applying to the access to, handling and storage of data classified as Protect, 

Restricted or higher. Unmarked material is considered ‘unclassified’. The term ‘UNCLASSIFIED’ or ‘NON‘ or 

‘NOT PROTECTIVELY MARKED’ may be used to indicate positively that a protective marking is not needed. 

 

All documents (manual or digital) that contain protected or restricted data will be labelled clearly with the 

Impact Level shown in the header and the Release and Destruction classification in the footer. 

 

Users must be aware that when data is aggregated the subsequent  impact level may be higher  than the 

individual impact levels of the original data. Combining more and more individual data elements together in 

a report or data view increases the impact of a breach. A breach that puts students / pupils at serious risk of 

harm will have a higher impact than a risk that puts them at low risk of harm. Long-term significant damage 

to anyone’s reputation has a higher impact than damage that might cause short-term embarrassment. 

 

Release and destruction markings should  be shown in the footer eg. “Securely delete or shred this 

information when you have finished using it”.   

 

Schools will need to review the above  section with regard to LA policies (where relevant), which may be 

more specific, particularly in the case of HR records. 

 

Secure Storage of and access to data 
The school will ensure that ICT systems are set up so that the existence of protected files is hidden from 

unauthorised users and that users will be assigned a clearance that will determine which files are accessible 

to them. Access to protected data will be controlled according to the role of the user. Members of staff will 

not, as a matter of course, be granted access to the whole management information system.  

 All users will use strong passwords which must be changed regularly.  
 

 Network access/passwords 

Users will be allocated appropriate access to systems controlled via User IDs and passwords. It 
is important to note that passwords must not be shared or written down by employees under 
any circumstances. The system enforces the use of strong passwords, which contain at least 
six characters and are a mixture of alphabetical characters, numeric characters and lower and 

40 
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upper case for example: 7ove@pplEs NB. This example must not be used. Users are 

required to change their network password every 90 days. ( reference:  Northamptonshire 
County Council;  Information Security Policy, V4.0 for annual review October 2017). 

 
 User passwords must never be shared.  

Personal data may only be accessed on machines that are securely password protected.  Any device that can 

be used to access data must be locked if left (even for very short periods) and set to auto lock if not used for 

five minutes.  

 

All storage media must be stored in an appropriately secure and safe environment that avoids physical risk, 

loss or electronic degradation.  

Personal data can only be stored on school equipment (this includes computers and portable storage media 

(where allowed). Private equipment (ie owned by the users) must not be used for the storage of personal 

data.  

 

When personal data is stored on any portable computer system, USB stick or any other removable media: 

• the data must be encrypted and password protected,  

• the device must be password protected (many  memory sticks / cards and other mobile devices 

cannot be password protected), 

• the device must offer approved virus and malware checking software (memory sticks will not provide 

this facility, most mobile devices will not offer malware protection), and 

• the data must be securely deleted from the device, in line with school policy (below) once it has been 

transferred or its use is complete. 

The school will need to set its own policy as to whether data storage on removal media is allowed, even if 

encrypted – some organisations do not allow storage of personal data on removable devices.  

The school / academy  has clear policy and procedures for the automatic backing up, accessing and restoring 

all data held on school systems, including off-site backups. (the school will need to set its own policy, 

relevant to its physical layout, type of ICT systems etc) 

The school / academy has clear policy and procedures for the use of “Cloud Based Storage Systems” (for 

example dropbox, google apps and google docs) and is aware that data held in remote and cloud storage is 

still required to be protected in line with the Data Protection Act. The school will ensure that it is satisfied 

with controls put in place by remote / cloud based data services providers to protect the data. (see appendix 

for further information and the ICO Guidance: 

http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Pra

ctical_application/cloud_computing_guidance_for_organisations.ashx 

As a Data Controller, the school / academy is responsible for the security of any data passed to a “third 

party”. Data Protection clauses will be included in all contracts where data is likely to be passed to a third 

party.  

All paper based Protected and Restricted (or higher) material must be held in lockable storage, whether on 

or off site.  

http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Practical_application/cloud_computing_guidance_for_organisations.ashx
http://www.ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Practical_application/cloud_computing_guidance_for_organisations.ashx
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The school / academy recognises that under Section 7 of the DPA,  

http://www.legislation.gov.uk/ukpga/1998/29/section/7 data subjects have a number of rights in connection 

with their personal data, the main one being the right of access. Procedures are in place (insert details here) to 

deal with Subject Access Requests i.e. a written request to see all or a part of the personal data held by the 

data controller in connection with the data subject. Data subjects have the right to know: if the data controller 

holds personal data about them; a description of that data; the purpose for which the data is processed; the 

sources of that data; to whom the data may be disclosed; and a copy of all the personal data that is held about 

them. Under certain circumstances the data subject can also exercise rights in connection with the 

rectification; blocking; erasure and destruction of data. 

Secure transfer of data and access out of school  
The school recognises that personal data may be accessed by users out of school, or transferred to the LA or 

other agencies. In these circumstances:  

• Users may not remove or copy sensitive or restricted or protected personal data from the school or 

authorised premises without permission and unless the media is encrypted and password protected 

and is transported securely for storage in a secure location (see earlier section – LA / school policies 

may forbid such transfer); 

• Users must take particular care that computers or removable devices which contain personal data 

must not be accessed by other users (eg family members) when out of school 

• When restricted or protected personal data is required by an authorised user from outside the 

organisation’s premises (for example, by a member of staff to work from their home), they should 

preferably have secure remote access to the management information system or learning platform; 

•    If secure remote access is not possible, users must only remove or copy personal or sensitive data 

from the organisation or authorised premises if the storage media, portable or mobile device is 

encrypted and is transported securely for storage in a secure location; 

• Users must protect all portable and mobile devices, including media, used to store and transmit 

personal information using approved encryption software; and 

• Particular care should be taken if data is taken or transferred to another country, particularly outside 

Europe, and advice should be taken from the local authority (if relevant) in this event. (nb. to carry 

encrypted material is illegal in some countries) 

 

Disposal of data 
The school will comply with the requirements for the safe destruction of personal  data when it is no longer 

required.  

The disposal of personal data, in either paper or electronic form, must be conducted in a way that makes 

reconstruction highly unlikely. Electronic files must be securely overwritten, in accordance with government 

guidance (see earlier section for reference to the Cabinet Office guidance), and other media must be 

shredded, incinerated or otherwise disintegrated for data. 

A Destruction Log should be kept of all data that is disposed of. The log should include the document ID, 

classification, date of destruction, method and authorisation.   

Audit Logging / Reporting / Incident Handling 
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It is good practice, as recommended in the “Data Handling Procedures in Government” document that the 

activities of data users, in respect of electronically held personal data, will be logged and these logs will be 

monitored by responsible individuals. (insert name or title)  

The audit logs will be kept to provide evidence of accidental or deliberate data security breaches – including 

loss of protected data or breaches of an acceptable use policy, for example.  

The school has a policy for reporting, managing and recovering from information risk incidents, which 

establishes: (schools should determine their own reporting policy, in line with that of their LA (if relevant), 

and add details here) 

• a “responsible person” for each incident;  

• a communications plan, including escalation procedures; 

• and results in a plan of action for rapid resolution; and 

• a plan of action of non-recurrence and further awareness raising. 

All significant data protection incidents must be reported through the SIRO to the Information 

Commissioner’s Office based upon the local incident handling policy and communication plan. 

 

Use of technologies and Protective Marking 
 

The following  provides a useful guide: 

 The information The technology 
Notes on Protect Markings 

(Impact Level) 

School life and 

events 

School terms, holidays, training 

days, the curriculum, extra-

curricular activities, events, displays 

of pupils work, lunchtime menus, 

extended services, parent 

consultation events  

Common practice is to use 

publically accessible 

technology such as school 

websites or portal, emailed 

newsletters, subscription text 

services 

Most of this information will fall 

into the NOT PROTECTIVELY 

MARKED (Impact Level 0) 

category. 

Learning and 

achievement 

 

Individual pupil / student academic, 

social and behavioural 

achievements, progress with 

learning, learning behaviour, how 

parents can support their child’s 

learning, assessments, attainment, 

attendance, individual and 

personalised curriculum and 

educational needs. 

Typically schools will make 

information available by 

parents logging on to a 

system that provides them 

with appropriately secure 

access, such as a Learning 

Platform or portal, or by 

communication to a personal 

device or email account 

belonging to the parent. 

Most of this information will fall 

into the PROTECT (Impact Level 

2) category.  

There may be students/ pupils 

whose personal data requires a 

RESTRICTED marking (Impact 

Level 3) or higher. For example, 

the home address of a child at 

risk. In this case, the school may 

decide not to make this pupil / 

student record available in this 

way. 

43 
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Messages and 

alerts 

 

Attendance, behavioural, 

achievement, sickness, school 

closure, transport arrangements, 

and other information that it may 

be important to inform or contact a 

parent about as soon as possible. 

This may be particularly important 

when it is necessary to contact a 

parent concerning information that 

may be considered too sensitive to 

make available using other online 

means. 

Email and text messaging are 

commonly used by schools to 

contact and keep parents 

informed.  

Where parents are frequently 

accessing information online 

then systems e.g. Learning 

Platforms or portals, might be 

used to alert parents to issues 

via “dashboards” of 

information, or be used to 

provide further detail and 

context. 

Most of this information will fall 

into the PROTECT (Impact Level 

1) category. However, since it is 

not practical to encrypt email or 

text messages to parents, 

schools should not send 

detailed personally identifiable 

information. 

General, anonymous alerts 

about schools closures or 

transport arrangements would 

fall into the NOT PROTECTIVELY 

MARKED (Impact Level 0) 

category. 

 

 

Appendices: Additional issues / documents related to Personal Data 

Handling in Schools: 

 

Use of Biometric Information 
 

The Protection of Freedoms Act 2012, includes measures that will affect schools and colleges that use 

biometric recognition systems, such as fingerprint identification and facial scanning: 

 For all pupils in schools and colleges under 18, they must obtain the written consent of a parent 

before they take and process their child’s biometric data. 

 They must treat the data with appropriate care and must comply with data protection principles as 

set out in the Data Protection Act 1998. 

 They must provide alternative means for accessing services where a parent or pupil has refused 

consent. 

 

New advice to schools will make clear that they will no longer be able to use pupils’ biometric data without 

parental consent. The advice will come into effect from September 2013. Schools may wish to consider these 

changes when reviewing their Personal Data Handling Template.  Schools may wish to incorporate the 

parental permission procedures into existing parental forms (eg AUP / Digital & Video Images permission 

form). 

Use of Cloud Services 

 
Many schools now use cloud hosted services. This section is designed to help you to understand your 

obligations and help you establish the appropriate policies and procedures when considering switching from 

locally-hosted services to cloud-hosted services.  

 

What policies and procedures should be put in place for individual users of cloud-based 

services?  
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The school is ultimately responsible for the contract with the provider of the system, so check the terms and 

conditions carefully; below is a list of questions that you may want to consider when selecting a 

cloud services provider; indeed you may want to contact any potential provider and ask them for responses 

to each of the following:  

  

 How often is the data backed up? 

 Does the service provider have a clear process for you to recover data? 

 Who owns the data that you store on the platform? 

 How does the service provider protect your privacy? 

 Who has access to the data?  

 Is personal information shared with anyone else? Look out for opt in/opt out features 

 Does the service provider share contact details with third party advertisers? Or serve users with ads? 

 What steps does the service provider take to ensure that your information is secure? 

 Is encryption used? Is https used as default or is there an option to use this? Two step verification? 

 How will your data be protected? Look out for features that will keep your information safe and 

secure including Anti-spam, Anti-Virus and Anti-malware… 

 How reliable is the system? Look out for availability guarantees. 

 What level of support is offered as part of the service? Look out for online and telephone support, 

service guarantees  

 

SWGfL provides a useful summary of these issues in a document that has been written with the support of 

Google and Microsoft: 

 

http://www.swgfl.org.uk/News/Content/News-Articles/Cloud-based-products-and-services 

 

The document focusses on Google Apps for Education and Microsoft 365, but poses important 

considerations if a school is considering services from another provider.  

 

 

Parental permission for use of cloud hosted services 
 

Schools that use cloud hosting services (eg.Google Aps for Education) may be required to seek parental 

permission to set up an account for pupils / students.  

 

Google Apps for Education services -  http://www.google.com/apps/intl/en/terms/education_terms.html 

requires a school to obtain ‘verifiable parental consent’. Normally, schools will incorporate this into their 

standard acceptable use consent forms sent to parents each year (see suggested wording on “Parent / Carer 

Acceptable Use Agreement Template”). 

 

A template form has been added to the Parents & Carers Acceptable User Template elsewhere in these 

Template Policies. 

http://www.swgfl.org.uk/News/Content/News-Articles/Cloud-based-products-and-services
http://www.google.com/apps/intl/en/terms/education_terms.html
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Privacy and Electronic Communications 
Schools should be aware that the Privacy and Electronic Communications Regulations have changed and that 

they are subject to these changes in the operation of their websites. 

 

Freedom of Information Act 

 
All schools (including Academies, which were previously exempt) must have a Freedom of Information Policy 

which sets out how it will deal with FOI requests. In this policy the school should: 

 

 Delegate to the Headteacher / Principal day-to-day responsibility for FOIA policy and the provision of 

advice, guidance, publicity and interpretation of the school's policy.  

 Consider designating an individual with responsibility for FOIA, to provide a single point of reference, 

coordinate FOIA and related policies and procedures, take a view on possibly sensitive areas and 

consider what information and training staff may need.  

 Consider arrangements for overseeing access to information and delegation to the appropriate 

governing body.   

 Proactively publish information with details of how it can be accessed through a Publication Scheme 

(see Model Publication Scheme below) and review this annually. 

 Ensure that a well managed records management and information system exists in order to comply 

with requests.  

 Ensure a record of refusals and reasons for refusals is kept, allowing the Academy Trust to review its 

access policy on an annual basis.  

 

Model Publication Scheme 
 

The Information Commissioners Office provides schools with a model publication scheme which they should 

complete. This was revised in 2009, so any school with a scheme published prior to then should review this 

as a matter of urgency. The school's publication scheme should be reviewed annually.  

 

Guidance on the model publication scheme can be found at: 

http://www.ico.gov.uk/for_organisations/freedom_of_information/guide/publication_scheme.aspx 

 

The Schools Model Publication Scheme Template is available from: 

http://www.ico.gov.uk/upload/documents/library/freedom_of_information/detailed_specialist_guides/scho

ols_england_mps_final.pdf 

 

Guidance and a Model Publication Scheme for Academies can be found at: 

http://www.education.gov.uk/schools/leadership/typesofschools/academies/open/a00205178/freedom-of-

information-guide-for-academies 

 

 

Further Guidance 

http://www.ico.gov.uk/for_organisations/freedom_of_information/guide/publication_scheme.aspx
http://www.ico.gov.uk/upload/documents/library/freedom_of_information/detailed_specialist_guides/schools_england_mps_final.pdf
http://www.ico.gov.uk/upload/documents/library/freedom_of_information/detailed_specialist_guides/schools_england_mps_final.pdf
http://www.education.gov.uk/schools/leadership/typesofschools/academies/open/a00205178/freedom-of-information-guide-for-academies
http://www.education.gov.uk/schools/leadership/typesofschools/academies/open/a00205178/freedom-of-information-guide-for-academies
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ICO guidance can be found at the following link - including a pdf version - updated in September 2012: 

http://www.ico.gov.uk/for_organisations/freedom_of_information/guide.aspx 

 

DfE guidance that is specific to Academies can be found at: 

http://www.education.gov.uk/aboutdfe/foi/disclosuresaboutschools/a0076171/academies-and-freedom-of-

information 

 

http://www.education.gov.uk/schools/leadership/typesofschools/academies/open/a00205178/freedom-of-

information-guide-for-academies 

 

Appendix - DfE Guidance on the wording of the Privacy Notice 
 

 

PRIVACY NOTICE TEMPLATE 

for 

Pupils in Schools, Alternative Provision and Pupil Referral Units 

and Children in Early Years Settings 

 

 

 
Privacy Notice - Data Protection Act 1998 

 

We, the Integrated Centres  are a data controller for the purposes of the Data Protection Act. We collect 

information from you and may receive information about you from your previous school and the Learning 

Records Service. We hold this personal data and use it to:  

 

 Support your teaching and learning; 

 

 Monitor and report on your progress; 

 

 Provide appropriate pastoral care, and 

 

 Assess how well your school is doing. 

 

This information includes your contact details, national curriculum assessment results, attendance 

information and personal characteristics such as your ethnic group, any special educational needs and 

relevant medical information. If you are enrolling for post 14 qualifications we will be provided with your 

unique learner number (ULN) by the Learning Records Service and may also obtain from them details of 

any learning or qualifications you have undertaken.  

 

In addition for Secondary and Middle deemed Secondary Schools 

Once you are aged 13 or over, we are required by law to pass on certain information to providers of youth 

support services in your area. This is the local authority support service for young people aged 13 to 19 in 

England. We must provide both your and your parent’s/s’ name(s) and address, and any further information 

relevant to the support services’ role. However, if you are over 16, you (or your parent(s)) can ask that no 

information beyond names, address and your date of birth be passed to the support service. Please inform 

http://www.ico.gov.uk/for_organisations/freedom_of_information/guide.aspx
http://www.education.gov.uk/aboutdfe/foi/disclosuresaboutschools/a0076171/academies-and-freedom-of-information
http://www.education.gov.uk/aboutdfe/foi/disclosuresaboutschools/a0076171/academies-and-freedom-of-information
http://www.education.gov.uk/schools/leadership/typesofschools/academies/open/a00205178/freedom-of-information-guide-for-academies
http://www.education.gov.uk/schools/leadership/typesofschools/academies/open/a00205178/freedom-of-information-guide-for-academies
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(Insert name of School Administrator) if you wish to opt-out of this arrangement. For more information about 

young peoples’ services, please go to the Directgov Young People page at 

www.direct.gov.uk/en/YoungPeople/index.htm or the LA website shown above. 

 

We will not give information about you to anyone outside the school without your consent unless the law 

and our rules allow us to. 

 

We are required by law to pass some information about you to the Local Authority and the Department for 

Education (DfE)   

 

(For Academy use only) We are required by law to pass some information about you to the Department 

for Education (DfE) and, in turn, this will be available for the use(s) of the Local Authority. 

 

If you want to see a copy of the information about you that we hold and/or share, please contact (Insert 

name of School Administrator).  

 

If you require more information about how the Local Authority (LA) and/or DfE store and use your 

information, then please go to the following websites: 

 

[Insert LA website link] and  

 

http://www.education.gov.uk/researchandstatistics/datatdatam/b00212337/datause   

 

If you are unable to access these websites we can send you a copy of this information. Please contact the LA 

or DfE as follows: 

 

[insert details and link to appropriate contact at the LA] 

 

Public Communications Unit, Department for Education 

Sanctuary Buildings, Great Smith Street, London 

SW1P 3BT 

Website:  www.education.gov.uk  

email:  http://www.education.gov.uk/help/contactus  

Telephone:  0370 000 2288 

 
Copyright of the SWGfL School Online safety Policy Templates is held by SWGfL.  Schools and other 

educational institutions are permitted free use of the templates.  Any person or organisation wishing to use 

the document for other purposes should seek consent from SWGfL and acknowledge its use.  

 

Every reasonable effort has been made to ensure that the information included in this template is accurate, 

as at the date of publication in November 2013.  However, SWGfL cannot guarantee its accuracy, nor can it 

accept liability in respect of the use of the material whether in whole or in part and whether modified or not. 

Suitable legal / professional advice should be sought if any difficulty arises in respect of any aspect of this 

new legislation or generally to do with school conduct or discipline.   

 

 

 
 

http://www.direct.gov.uk/en/YoungPeople/index.htm
http://www.education.gov.uk/researchandstatistics/datatdatam/b00212337/datause
http://www.education.gov.uk/
http://www.education.gov.uk/help/contactus
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CCTV Policy 
 

Reviewed: May 2018 

 

1 Introduction 

1.1 Pen Green Centre for Children and their Families (hereby known as The Centre), uses 

closed circuit television (CCTV) images to reduce crime and monitor the Centre 

buildings in order to provide a safe and secure environment for pupils, staff and 

visitors, and to prevent the loss or damage to Centre property. 

1.2 The system comprises a number of fixed and dome cameras. 

1.3 The system does not have sound recording capability. 

1.4 The CCTV system is owned and operated by the Centre, the deployment of which is 

determined by the Centre’s leadership team. 

1.5 The CCTV is monitored centrally from the Centre offices by the Administrative 

Assistant and the Data Controlling Officer (Tracy Gallagher) 

1.6 The introduction of, or changes to, CCTV monitoring will be subject to consultation with 

staff and the Centre community. 

1.7 The Centre’s CCTV Scheme is registered with the Information Commissioner under the 

terms of the Data Protection Act 1998. The use of CCTV, and the associated images 

and any sound recordings is covered by the Data Protection Act 1998. This policy 

outlines the Centre’s use of CCTV and how it complies with the Act. 

1.8 All authorised operators and employees with access to images are aware of the 

procedures that need to be followed when accessing the recorded images and sound. 

All operators are trained by the Centre data controller in their responsibilities under the 

CCTV Code of Practice. All employees are aware of the restrictions in relation to 

access to, and disclosure of, recorded images and sound. 

1.9 Where any concerns may be raised in the course of the use of the CCTV monitoring 

these must be raised in the first instance with the Joint Heads of Centre.  The Joint 

Head of Centres o will determine the course of action following any concerns raised.  

An electronic log of all concerns raised will be kept by the Data Controller. 
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2 Statement of Intent 

2.1 The Centre complies with the Information Commissioner’s Office (ICO) CCTV Code of 

Practice to ensure it is used responsibly and safeguards both trust and confidence in its 

continued use. The Code of Practice is published at: https://ico.org.uk/media/for-

organisations/documents/1542/cctv-code-of-practice.pdf  

2.2 CCTV warning signs will be clearly and prominently placed at all external entrances to 

the Centre, including Centre gates if coverage includes outdoor areas. Signs will 

contain details of the purpose for using CCTV (in accordance with ICO guidelines cited 

in 2.1). In areas where CCTV is used, the Centre will ensure that there are prominent 

signs placed at both the entrance of the CCTV zone and within the controlled area. 

2.3 The planning and design has endeavoured to ensure that the Scheme will give 

maximum effectiveness and efficiency but it is not possible to guarantee that the 

system will cover or detect every single incident taking place in the areas of coverage. 

3 Siting the Cameras 

3.1 Cameras will be sited so they only capture images relevant to the purposes for which 

they are installed (described above) and care will be taken to ensure that reasonable 

privacy expectations are not violated. The Centre will ensure that the location of 

equipment is carefully considered to ensure that images captured comply with the Data 

Protection Act. 

3.2 The Centre will make every effort to position cameras so that their coverage is 

restricted to the Centre premises, which may include outdoor areas. 

3.3 CCTV will not be used in classrooms but in areas within Centre that have been 

identified by staff and pupils as not being easily monitored. 

3.4 Members of staff should have access to details of where CCTV cameras are situated, 

with the exception of cameras placed for the purpose of covert monitoring. 

3.5 Review of the camera monitoring will take place on a weekly basis by a member of 

CLT based on a duty rota.  The purpose of this monitoring review is that it will form part 

of the safety protocol in relation to the Centre Lockdown Policy.  A sub-policy group of 

the Finance, Premises and Resources committee will regularly review the operational 

plan relating to both the review of camera monitoring and also the Centre Lockdown 

Policy. 

 

 

https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf
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4 Covert Monitoring 

4.1 The Centre may in exceptional circumstances set up covert monitoring. For example: 

i) Where there is good cause to suspect that an illegal or unauthorised action(s), is 

taking place, or where there are grounds to suspect serious misconduct; 

ii) Where notifying the individuals about the monitoring would seriously prejudice the 

reason for making the recording. 

4.2 In these circumstances authorisation must be obtained from the Joint Heads of Centre 

and a representative of the Governing Body. 

4.3 Covert monitoring must cease following completion of an investigation. 

4.4 Cameras sited for the purpose of covert monitoring will not be used in areas which are 

reasonably expected to be private, for example toilet cubicles. 

 

5 Storage and Retention of CCTV images 

5.1 Recorded data will not be retained for longer than is necessary. While retained, the 

integrity of the recordings will be maintained to ensure their evidential value and to 

protect the rights of the people whose images have been recorded. 

5.2 All retained data will be stored securely. 

6 Access to CCTV images 

6.1 Access to recorded images will be restricted to those staff authorised to view them, and 

will not be made more widely available. 

7 Subject Access Requests (SAR) 

7.1 Individuals have the right to request access to CCTV footage relating to themselves 

under the Data Protection Act incorporating the General Data Protection Regulations. 

7.2 All requests should be made in writing to the Joint Heads of Centre. Individuals 

submitting requests for access will be asked to provide sufficient information to enable 

the footage relating to them to be identified. For example, date, time and location. 

7.3 The Centre will respond to requests within 30 calendar days of receiving the written 

request and fee. 

7.4 The Centre reserves the right to refuse access to CCTV footage where this would 

prejudice the legal rights of other individuals or jeopardise an on-going investigation. 
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8 Access to and Disclosure of Images to Third Parties 

8.1 There will be no disclosure of recorded data to third parties other than to authorised 

personnel such as the Police and service providers to the Centre where these would 

reasonably need access to the data (e.g. investigators). 

8.2 Requests should be made in writing to the Joint Heads of Centre. 

8.3 The data may be used within the Centre’s discipline and grievance procedures as 

required, and will be subject to the usual confidentiality requirements of those 

procedures. 

9 Complaints 

9.1 Complaints and enquiries about the operation of CCTV within the Centre should be 

directed to the Joint Heads of Centre in the first instance. 

 

10 Further Information 

Further information on CCTV and its use is available from the following: 

 CCTV Code of Practice Revised Edition 2008 (published by the Information 
Commissioners Office) 

 www.ico.gov.uk 

 Regulation of Investigatory Powers Act (RIPA) 2000 

 General Data Protection Regulations May 2018 

 Data Protection Act 1998 

 

 
 
 
 


